DEPARTMENT OF THE AIR FORCE

MEMORANDUM FOR AFWERX INFORMATION SYSTEMS OWNER (AFRL/RGS-1)
FROM:

SUBIJECT: as Mission Owner of
on Second Front’s Game Warden

REFERENCES: (a) NIST SP 800-37 Risk Management Framework
(b) DoDI 8140.03 DoD Cyber Workforce Framework
(c) DoDI 8510.01 Risk Management Framework for DoD Systems
(d) Game Warden eMASS Package ID: 754R2-NIPR-GWPAAS

Product Company

Application Name

Mission Owner Organization & Sponsor

Mission Owner Name

Mission Owner Email

Mission Owner Phone

Mission Owner Rank

Mission Owner Duty Position

Network Deployment

Contract Number

Contract Type

Contract Expiration Date

Host Platform Second Front System’s Game Warden
Authorizing Official Mr. Brian Kropa, AFLCMC/EN-EZ
Information System Owner AFWERX/AFRL ISO

DISTRIBUTION STATEMENT A: Distribution approved for public release; distribution is unlimited.



. The purpose of this memorandum is to designate the roles and responsibilities associated with hosting the
PRODUCT COMPANY, APPLICATION NAME on Second Front System’s Game Warden accredited
Platform as a Service (PaaS) with MISSION OWNER ORGANIZATION as the government agency mission
owner.

. The PRODUCT COMPANY, will be responsible for their application's cybersecurity compliance within the
Game Warden Platform as a Service and must generate, maintain, and update all Body of Evidence (BoE)
artifacts as required by the authorizing official or their designee

. The Host Platform, Second Front’s Game Warden PaaS, will be responsible for maintaining their Authority to
Operate (ATO) in alignment with those needed by the APPLICATION NAME application.

. The Mission Owner and Sponsor, MISSION OWNER ORGANIZATION, will be responsible for ensuring that
funding, sustaining, endorsing, and sponsoring the authorization package for the APPLICATION NAME
application are accomplished and tracked. MISSION OWNER ORGANIZATION is also responsible for
ensuring that an in-depth cybersecurity assessment in accordance with DoD policy must be conducted by a
DoD AO prior to APPLICATION NAME application being deployed onto a DoD network. After deployment
onto the DoD network, the mission owner and sponsor will ensure the PRODUCT COMPANY remains in
compliance set forth by the Authorizing Official.

. The AUTHORIZING OFFICIAL will be responsible for evaluating and accepting the risks associated with
the application and will be the final determining authority toward its accreditation, Certificate to Field, or
ATO. The AO will periodically re-assess the authorized baseline, based on changes to the required compliance
standards and significant changes in risk levels found in continuous monitoring.

. The INFORMATION SYSTEM OWNER will be responsible for the overall procurement, development,
integration, modification, and operation and maintenance of the Game Warden Platform as a Service. Will
interface with delegated points of contact to consolidate inputs to the Authorizing Official.

Application Mission Owner

AFWERX Information System Owner
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