
Welcome to Game Warden
Game Warden is a fully managed, secure DevSecOps platform that supports the compliant delivery of SaaS
applications to a variety of environments, including FedRAMP, classified (SIPR), unclassified (NIPR), and
commercial networks.

The platform is designed to reduce the complexity of achieving and maintaining an Authority to Operate
(ATO). It provides pre-approved hosting environments, seamless CI/CD integration, and built-in security
tooling aligned with the Department of War (DoW) and federal compliance frameworks.

Platform capabilities
Game Warden provides development and operations teams with the ability to:

• Deploy applications and services across multiple environment types with inherited compliance.
• Integrate with CI/CD pipelines to automate container scanning, hardening, and deployment.
• Monitor and manage application artifacts, deployment status, and vulnerability findings.
• Operate securely across multiple cloud providers and DoW networks.

The platform enables organization to build applications for a wide range of missions and classifications.

Managing applications and services
The Game Warden App provides a centralized interface for:

• Managing deployments across staging and production environments.
• Tracking service-level activity such as pipeline runs, image pushes, and container scans.
• Monitoring and responding to security findings.
• Accessing compliance artifacts such as Body of Evidence (BoE) and Certificates to Field

(CtFs)/Software Approval.

Each deployed application is linked to a dedicated BoE to ensure traceability and compliance across its
lifecycle.

Supported environments
Game Warden supports deployments to:

• FedRAMP-authorized environments
• DoW Impact Levels (IL2–IL6), which are defined by the DoW Cloud Computing Security Requirements

Guide (CC SRG):
– IL2 – Public or non-critical mission information (typically deployed to unclassified environments

such as NIPRNet).
– IL4 – Includes Controlled Unclassified Information (CUI), such as For Official Use Only (FOUO),

Personally Identifiable Information (PII), and Protected Health Information (PHI), along with
non-critical mission information and non-National Security Systems (non-NSS).

– IL5 – Includes higher sensitivity CUI, mission-critical information, and National Security Systems
(NSS). IL5 occupies a narrow space between IL4 and IL6 and is distinguished by its authorization
to process NSS.

– IL6 – Classified information systems and data classified up to SECRET (typically deployed to
classified environments such as SIPRNet or JWICS).

• Top Secret environments (JWICS)
• NATO networks
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• UK MoD networks
• Edge environments
• Commercial environments

Game Warden is designed to support mission owners and software teams in delivering secure, compliant
applications across government and commercial domains with reduced operational overhead.

View Game Warden Help Center offline

Want to view our doc site offline?

1. Click this link to download the archive.
2. Install Python if you don’t already have it.
3. Extract the .tar.gz file.
4. Open your terminal (or Command Prompt on a Windows machine), navigate to the ex-

tracted folder, then run: python3 -m http.server 8080.
5. In your browser, go to http://localhost:8080/ to view the site.

Got a question? Reach out to Second Front today!
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Understanding Impact Levels
The Department of War (DoW) uses Impact Levels (IL) to classify information systems based on the damage
a data breach would cause. This classification ensures each system has appropriate security measures.

Each Impact Level considers three main security aspects:

• Confidentiality: Ensuring only authorized individuals access the information.
• Integrity: Maintaining the accuracy and trustworthiness of the information.
• Availability: Guaranteeing reliable access to information for authorized users.

The Defense Information Systems Agency (DISA) developed the DoW Cloud Computing Security Re-
quirements Guide (CC SRG) to provide security guidelines for cloud computing. This guide incorporates
standards from:

• Federal Information Security Management Act (FISMA)
• National Institute of Standards and Technology (NIST) Special Publication 800-37

The CC SRG extends the FedRAMP framework with enhanced, DoW-specific security controls designed to
meet the distinct demands of military and national security systems.

Overview of Impact Levels
The DoW defines several Impact Levels, each corresponding to the sensitivity of the data:

Impact Level 2 (IL2)

• Data Type: Publicly releasable information.
• Use Case: Suitable for systems handling non-sensitive data.

Impact Level 4 (IL4)

• Data Type: Controlled Unclassified Information (CUI).
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• Use Case: Systems requiring protection for sensitive but unclassified data.

Impact Level 5 (IL5)

• Data Type: Controlled Unclassified Information (CUI) and National Security Systems (NSS) infor-
mation.

• Use Case: Systems that handle higher sensitivity data needing stricter controls.

Impact Level 6 (IL6)

• Data Type: Classified information up to SECRET level.
• Use Case: Systems managing classified data with the highest security requirements.

Why Impact Levels matter

If your organization wants to work with the DoW, understanding Impact Levels is essential due to the
following reasons:

1. You must match the right security level:

Each DoW project or system requires a certain level of protection. The Impact Level tells you:

• What kind of data you’re dealing with (e.g., public, sensitive, or classified).
• Which security controls protect that data.

Your solution must meet the required Impact Level to operate in that environment.

2. It impacts your cloud hosting choices:

Not all cloud platforms are authorized for every Impact Level. For example:

• IL2 can use commercial cloud environments.
• IL5 and IL6 require specially authorized environments.

This affects how and where you can deploy your software.

3. It shapes your compliance path:

The higher the Impact Level, the more security and documentation you need. Knowing your target level
early helps you:

• Plan your compliance and certification strategy.
• Avoid surprises later in the authorization process.

4. It builds trust with DoW partners:

Demonstrating that you understand and meet the right Impact Level shows:

• You’re serious about cybersecurity.
• You’re a credible partner for defense work.

Game Warden environments
Game Warden environments align with DoW Impact Levels and follow a structured deployment lifecycle.
Each deployment stage uses the Impact Level that matches its data sensitivity and operational purpose.
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Development (DEV)

Your application is first deployed to the Game Warden Commercial environment, which serves as our DEV
for early configuration, code validation, and foundational functional testing. This environment is authorized
for non-classified data only and provides broad access for both your team and Game Warden customer
engineering staff.

During this phase, our engineers work closely with your team to validate configurations, resolve issues, and
confirm that your application operates effectively within the Game Warden ecosystem before progressing to
higher security boundaries.

Staging (STG)

After initial onboarding, your application is promoted to the Staging (STG) environment. The Impact Level
of the STG environment matches the intended Production (PRD) IL. For example, if your application is
destined for IL5 production, your staging environment will also operate at IL5.

This is where extensive testing and verification take place under real-world conditions. Access to STG is
more tightly controlled and may be limited depending on classification and mission sensitivity.

Production (PRD)

Once staging tests are successfully completed, your application is deployed to Production (PRD) at your
selected IL (IL4 or IL5). This live environment is accessible to authorized end users and is protected by the
full set of controls appropriate to its Impact Level.

Game Warden supports production deployments at IL4 and IL5, with IL6 support on the roadmap. Higher
Impact Levels require additional security controls to maintain compliance and operational integrity.

Warning

Game Warden restricts access to each environment based on the user’s assigned IL. Only personnel
with the appropriate credentials and authorizations can access higher-level environments such as
IL5.
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Impact Level 5 Compliance Requirements
Impact Level 5 (IL5) applies to systems that manage Controlled Unclassified Information (CUI) in mission-
critical or national security contexts. These systems require stronger safeguards than IL4 environments
because they support DoW operations and warfighter missions.

IL5 compliance requirements
To achieve IL5 authorization, cloud systems must meet stringent criteria, including but not limited to:

• Hosting in a U.S. facility and using a cloud service operated by U.S. citizens.
• Physical and logical separation from non-DoW customers.
• Access controls and auditing that meet or exceed NIST SP 800-53 security controls at the High

baseline.
• Continuous monitoring and vulnerability management compliant with DoW standards.
• Incident response and reporting procedures aligned with DoW cyber operations.

These requirements ensure that systems operating at IL5 can protect mission-sensitive data while maintaining
availability and resilience. Most commercial cloud offerings require significant customization and investment
to meet these demands.

Obtain access to IL5
To access an IL5 environment, you must complete a series of prerequisites to ensure your identity, system,
and access controls meet DoW security standards.

1. Begin with Platform One onboarding

1. Visit the Platform One site to provision a Platform One (P1) Single Sign-On (SSO) account. See
Platform One for detailed instructions.

2. Install and configure Appgate SDP, which is required for secure network access. See Install Appgate
SDP for detailed instructions.

3. Configure your government-issued access card—such as a CAC (Common Access Card), ECA (External
Certification Authority), or PIV (Personal Identity Verification)—to map to your P1 SSO account. See
Platform One (P1) SSO Configuration for detailed instructions.

4. Run compliance hardening scripts on your device to achieve at least 80% compliant before proceed-
ing. See IL5 Access Setup for detailed instructions.

2. Access and review IL4 documentation

Before gaining IL5 access, you must review critical documentation hosted in an IL4 environment, which
outlines compliance expectations for IL5 systems.

As IL4 documentation is hosted within a secure environment, it requires the same access setup completed
during Platform One onboarding:

• P1 SSO account
• Appgate SDP
• Mapped government-issued access card (CAC, ECA, or PIV)

If you’ve completed the onboarding steps above, you already have the necessary credentials to access the IL4
documentation.
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3. Additional configuration

After satisfying the above requirements:

• Our engineering team will ensure you are assigned to the correct application groups.
• Additional access configurations may be required based on your role and project scope.

4. Need help?

If you have any questions or encounter issues during the process, reach out to your Mission Success Manager
(MSM) for assistance.
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Understand Authorization to Operate & Deployment Passport
Deploying secure applications into Department of War (DoW) environments requires strict compliance with
cybersecurity and authorization standards. Game Warden simplifies this process through its existing Au-
thorization to Operate (ATO), allowing your organization to inherit this authorization through a structured
pathway.

This guide explains how Game Warden’s ATO, Deployment Passport, and Certificate to Field (CtF)/Software
Approval work together to enable compliant deployments.

Key terms at a glance

Term What It Means Why It Matters
ATO A government-issued authorization

that allows your system to operate
on DoW networks.

Required to deploy to any DoW
environment. Game Warden holds an ATO
for Impact Levels (IL) 2, 4, and 5,
authorized through AFWERX.
Applications hosted on Game Warden may
inherit this ATO.

ATO Inheritance Your app runs under Game
Warden’s existing ATO instead of
undergoing its own full
authorization process.

Reduces compliance burden and accelerates
deployment timelines.

CtF/Software
Approval

An approval memo signed by an
authorizing official or delegated
authority that confirms your app
can inherit Game Warden’s ATO
for a specific Impact Level.

Required before deploying your app to
staging (STG) or production (PRD)
environments.

Deployment Passport A bundle of compliance documents,
including the CtF/Software
Approval, demonstrates that your
app meets all required security
standards.

Reviewed by authorizing official or
delegated authority.

How the process works
1. You build your app and prepare it for deployment.
2. Game Warden helps you harden and scan the app, generating evidence of security posture.
3. The Game Warden team uploads this body of evidence into the Deployment Passports section of

the Documents page in the Game Warden App. Optionally, you can submit additional compliance
evidence or external ATOs.

4. The Deployment Passport package is sent to an authorizing official or delegated authority for reviewing
and approval.

5. Once approved, you are issued a CtF/Software Approval. This approval allows your app to inherit
Game Warden’s ATO and be deployed to staging (STG) and production (PRD) environments.

Danger

The ATO is non-transferable and only valid for Game Warden-hosted applications.
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Required components for the Deployment Passport
The following components must be compiled into your Deployment Passport package to request a
CtF/Software Approval:

• Authorization Boundary Diagram – A visual representation of your application architecture, show-
ing all components, data flows, containers, and external services. It must indicate the direction of data
movement (ingress, egress, bidirectional), as well as the ports and protocols used. This diagram ensures
your deployment aligns with required ATO specifications. For more information, see Authorization
Boundary Diagram.

• Body of Evidence (BoE) – A detailed form completed within the Game Warden app that outlines
how your application meets ATO controls. It includes system architecture, data handling practices,
external approvals (if applicable), and proof of an active government contract. The Game Warden
security team reviews and approves the BoE. For more information, see Body of Evidence.

• Security Findings Summary – A document containing hyperlinks to vulnerability scan results,
exported from Findings, providing a snapshot of your application’s security posture.

• ISSM Critical/High/Stop Security Findings Memo (if applicable) – A waiver memo addressing
critical or high Common Vulnerabilities and Exposures (CVEs) that cannot be immediately remediated.
It must justify risk mitigation strategies and is subject to higher scrutiny by Game Warden and
government reviewers.

• Game Warden Authority to Operate Documentation – A copy of Game Warden’s signed ATO,
issued by an Authorizing Official (AO), specific to the Impact Level (IL) targeted by your deployment.

• Optional Documentation – You may include additional supporting materials, such as an existing
ATO from another AO or further compliance evidence relevant to your system.

Info

Game Warden engineers help generate many of these artifacts as part of the security hardening
and image scanning process.

When are updates required?
You should update your Deployment Passport and BoE under the following conditions:

• Annually, or
• Whenever a major release occurs, such as:

– Adding or removing containers
– Introducing new services or external connections
– Modifying your Authorization Boundary Diagram

After updating your BoE, the Game Warden Security team will generate the remaining components, including
updated scan results.

Note

A new Deployment Passport is not required for minor releases, such as:

• Updating existing containers
• Changing internal networking
• Applying non-breaking patches
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FAQs
How to define a major vs. minor release?

A major release involves changes to your application that require review and approval by the Authorizing
Official (AO) and an updated Deployment Passport. Examples include:

• Changes to the Authorization Boundary Diagram, such as adding or removing containers
• Adding new services
• Modifying external communications

A minor release includes updates that do not require a new Deployment Passport, such as:

• Changes to internal container networking
• Updating existing containers

How does the CtF/Software Approval process work for new releases?

If your new release stays within the scope of your approved Deployment Passport and follows the Game
Warden Software Development Life Cycle (SDLC), the existing CtF/Software Approval can often be amended
rather than reissued.

To qualify, your application must still meet the compliance requirements defined by the Director of Security
and the Authorizing Official (AO).

If these conditions are met, the updated version of your application can be added to the existing CtF/Software
Approval without requiring a full re-approval.

The Game Warden security team will review the release and determine whether a new CtF/Software Approval
is necessary based on the scope and impact of your changes.
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Game Warden Account Setup for DoW Deployments
Game Warden enables you to deploy your application to the Department of War (DoW) network using a
secure, managed deployment environment with built-in compliance support.

To access and deploy applications to DoW networks through Game Warden, you must first establish a
Platform One SSO (P1 SSO) account for secure authentication. This guide walks you through setting
up your account and user access for environments authorized at specific DoW Impact Levels (ILs).

AFWERX Access Requirements by IL

• IL2: Requires only a P1 SSO account.
• IL4 & IL5: Require both a P1 SSO account and a government access card

(CAC/PIV/ECA) linked to that P1 account.
• IL4 access from outside the NIPRNet: Requires Appgate SDP.
• IL5 access from outside the NIPRNet: Requires Appgate SDP and may also require

running additional compliance scripts.

What is P1 SSO?
P1 SSO is the secure authentication gateway that enables users to sign in once and access multiple P1-
hosted services and applications. By leveraging P1 SSO, we can streamline user login processes across
various tools within the Platform One ecosystem, ensuring both convenience and compliance with stringent
security protocols.

P1 SS0 also supports:

• Integration with government-issued access cards (CAC, ECA, PIV)
• Multi-factor authentication (MFA)
• Centralized user identity management (via Keycloak)

After completing the Game Warden technical screening process, all users in your organization must create a
P1 account to access applications within DoW environments through the Game Warden app.

Info

P1 SSO is one of the many tools offered by Platform One to support secure, scalable, and efficient
software delivery across the DoW. See Platform One for more information.

Create a P1 SSO account
Tip

You should complete the following steps using a desktop browser such as Firefox or Google
Chrome for optimal security and compatibility.

Step 1 - Create your P1 account

1. Go to the P1 Registration page and complete the user registration form with the following info:
• Your first name and last name.
• Select the organization your affiliation belongs to; otherwise, select Other.
• Select your rank or pay grade. The military organizes ranks by service branch, and civil service

grades range from AA to SCS. Select N/A if none apply.
• Enter your organization name.
• Enter your organization’s location (at minimum, the city and state).
• Enter a username and your work email address.
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• Optionally, provide an access note. This helps administrators assign the appropriate access.
• Create and confirm your password. Note: If you are registering with a Common Access Card

(CAC), External Certification Authority (ECA), or Federal Personal Identity Verification (PIV),
creating a password is optional—especially if you plan to access your account exclusively with
one of these government-issued cards. For more details, see Government Access Cards and Link
Access Card with Platform One Account.

2. Click Register.
3. When prompted, complete the multi-factor authentication process:

1. Install an authentication app (e.g., FreeOTP, Microsoft Authenticator, or Google Authenticator)
on your mobile device.

2. Open the app and scan the QR code displayed on the screen.
3. Enter the current code from your authenticator app into the Six digit code field, and optionally

provide the device name to help manage your OTP devices.
4. Click Submit.

4. Review the consent form and click Accept to continue.
5. Check your work email for a verification link. Click the link or paste it into your browser

to verify your email. Note that the link will expire in three days. If the verification
link has expired, email P1 support at aflcmc.hncx.helpdesk@us.af.mil to request a new
verification email.

6. On the Edit Account page, confirm your account’s information, then click Save.

Step 2 - Verify access vis Keycloak

Keycloak is the Identity and Access Management (IAM) system used by Game Warden. Follow below steps
to verify your access:

1. Visit login.afwerx.dso.mil, then click Log in with P1 SSO.

2. Enter your P1 credentials, then click MFA Log In .

3. Enter your MFA code, then click MFA Log In .
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4. Review the consent form and click Accept to continue.

5. On the Keycloak Personal Info page, confirm your information and click Save.

3. Join your company profile on Game Warden

1. Go to Game Warden app and log in with your P1 SSO credentials.

2. After successfully login, you should see the below screen:

Notify your Mission Success Manager (MSM) so we can add you to your organization profile.

Add your team to Game Warden
Once your user account is set up, you can invite your team to Game Warden from within the app.

1. Go to the Company Profile tab in the left sidebar.
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2. Click Invite Team Member.

3. Fill in each team member’s email and name, then click Invite Team Member.

Your team member will receive an email invitation to join the Game Warden app. All team members you
invite to Game Warden must first establish a P1 account before logging in.

Warning

If your team member’s email domain is different from yours, contact your Mission Success Man-
ager (MSM) for assistance.
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Add Customer Admin privileges to team members
If you have Customer Admin privileges, you can grant the same access level to other team members. Follow
these steps:

1. Locate the team member in your user list, then click the option menu (�)next to their name.
2. Select Edit User from the dropdown.
3. In the Edit a Team Member modal, navigate to the Roles section and click Make user a Customer

Admin.
4. Click Submit to save the changes.

The team member will immediately receive Customer Admin permissions and can perform all administrative
functions within your organization.

Customer and Customer Admin permissions

Capability Customer Customer Admin
Submit tickets Yes Yes
Access scan results Yes Yes
Download scan artifacts Yes Yes
Delete deployments No Yes
Set up Harbor credentials No Yes
Fill out Body of Evidence forms Yes Yes
Resolve vulnerabilities Yes Yes
Deploy images No Yes

Remove a team member from your Game Warden app
Users with the Customer Admin role can remove a team member by following these steps:

1. In the left sidebar, go to the Company Profile tab.
2. Search for the team member by name and click the option menu (�).
3. Select Remove User.

Troubleshooting common P1 access issues
Lost device or need to reset MFA?

Re-scan a new QR code during sign-in.

MFA code not accepted?

The code may have expired. Re-scan the QR code to generate a new one.

Password reset emails

• Didn’t receive one? Try resending and check your spam folder.
• Still not working? Email Platform One at aflcmc.hncx.helpdesk@us.af.mil.

Disabled P1 account

Email Platform One at aflcmc.hncx.helpdesk@us.af.mil with the words “unlock”, “disable”, or “reactivate”
in the message body. Your account will unlock automatically, and you’ll get an email confirmation.
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How do I change the email address associated with my P1 SSO account?

To update your email address, go to the P1 Account page, modify the email field, and click Save to confirm
the change.

Your account has not been granted access

This message usually means your account is missing the necessary group permissions to access Game Warden
applications.

If you’ve registered with a Common Access Card (CAC), External Certification Authority (ECA), or Federal
Personal Identity Verification (PIV), follow these steps to resolve the issue and clear any cached credentials:

1. Open Google Chrome in Incognito Mode with your card inserted.
2. Go to https://login.dso.mil. When prompted, associate your card with your Platform One (P1) ac-

count.
3. Go to http://login.afwerx.dso.mil. When prompted, associate your card with your Game Warden

account.
4. Return to the original Game Warden application URL and try logging in again.

Oops, your session has expired. Please try again.

This error occurs when a previous login session is cached in your browser. To resolve it, go to your browser’s
address bar, delete the .mil portion of the URL, retype it, and press Enter. This should reload the login
page and prompt you to sign in with your Platform One credentials.

If the error persists, repeat this process up to two more times. If you’re still unable to log in, reach out by
submitting a support ticket.

My attempt to log into Game Warden was halted by the “Verify your email to start using”
requirement screen

This message indicates that you have not yet verified the email address associated with your P1 account
creation. If the verification link has expired, please email P1 support at aflcmc.hncx.helpdesk@us.af.mil to
request a new verification email.

Game Warden account disabled

If you haven’t logged in for 30 days or more, your Game Warden account may be automatically disabled
for inactivity. You’ll receive an email with instructions on how to restore your account.

If you need help reactivating your account, contact Second Front vis Slack.

I got the error message ‘Your account has not been granted access’ when trying to log into
the production application.

This message usually means your account is missing the necessary group permissions to access Game Warden
applications. If you receive this error when accessing an IL2 production application, this typically indicates
your account is missing the IL2 Authorized permission in Keycloak.

To resolve this issue:

1. Ensure you have Multi-Factor Authentication (MFA) added to your P1 account, as this is the primary
requirement for IL2 authorization.

2. Navigate to login.afwerx.dso.mil and go to Account security > Signing in to add or verify your
MFA setup.

3. If you have already confirmed your MFA is set up and are still experiencing this error, Platform One’s
automation may have failed to assign the group. Please email P1 support at aflcmc.hncx.helpdesk@u
s.af.mil and request that they manually add the IL2 Authorized permission to your account.
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If you registered with a government access card (CAC, ECA, or PIV), follow these steps to
resolve the issue and clear any cached credentials:

1. Open Google Chrome in Incognito Mode with your card inserted.
2. Go to https://login.dso.mil. When prompted, associate your card with your P1 account.
3. Go to http://login.afwerx.dso.mil. When prompted, associate your card with your Game Warden

account.
4. Return to the original Game Warden application URL and try logging in again.

Application vs. Tools Access

Application access requires an Impact Level (IL) authorized group. This is the only role federated
directly from Platform One (P1) and is granted automatically when you sign in with a CAC or
ECA card.

Role assignments for applications and tools (Headlamp, Grafana, Harbor Registry) must be
explicitly assigned. If you were invited by your team, you will receive baseline developer and
logging access automatically. If you signed up without a team invitation, or find you are missing
tool access, contact a 2F administrator to have the appropriate permissions granted to your
account.

Platform One Useful Links

• Support
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Reset Password and Email Update
If you’ve forgotten your Game Warden password or recently changed your email address, this guide will walk
you through how to restore access to your account.

Reset password
1. From the Platform One login page, click Forgot password?.

2. A new page will appear asking for the email address linked to your Game Warden account. Enter your
email address and click Submit.
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3. Check your email inbox for a password reset message. Follow the instructions in the email to create a
new password.

Tip

• If you don’t see the message, check your Spam or Junk folder.
• If you don’t receive a password reset email, it may mean the email you entered is not linked

to a Game Warden account. For assistance, contact Second Front via Slack.

Update your email address
If your email address has changed (e.g., due to a company domain migration), follow these steps to update
your P1 account:

1. Log in to your Platform One (P1) account.

2. On the Edit Account page, update the Email field with your new address.

3. Click Save. Your updated email will automatically sync across Game Warden systems.
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Troubleshoot Access to Game Warden App from NIPRNet
This guide helps diagnose and resolve issues when a user on NIPRNet is unable to access Game Warden-
hosted applications. These steps are especially helpful if a user reports timeouts or sees a blank/white screen
when attempting to reach an application endpoint.

NIPRNet is a secure network used by the DoW to handle unclassified information.

Pre-requisites
Before beginning any troubleshooting, ensure the user has:

• Created a Platform One SSO (P1-SSO) account.
• Configured their CAC/ECA/PIV credentials for access to IL4+ environments.
• Successfully associated their access card with the Game Warden Keycloak instance.

Step-by-step network and access tests
Local Firewall test

Navigate to: https://login.dso.mil

Results:

• Success: Outbound connection is working. Proceed to the next test.
• Failure: Contact your local network support to allow access to this domain.

AFWERX test

Navigate to: https://grafana.il4.afwerx.dso.mil

Results:

• Success: Game Warden services are online and accessible.
• Failure: There may be an issue with AFWERX or Game Warden availability. Contact support.

P1 / CNAP test

Navigate to: https://code.il4.dso.mil

Results:

• Success: You should see a message similar to: “Your account has not been granted access to this
application group yet.” This indicates that CNAP pass-through is confirmed. Proceed to the AFWERX
test.

• Failure: CNAP access is likely not whitelisted.

If CNAP access fails, you’ll need to gather your agency’s IP address information for whitelisting. Work with
your network administrator to obtain all applicable IP ranges in CIDR format.

How to find your IP address

Depending on your system and security settings, use one of the following:

Use Command Prompt:

1. Press Windows Key + R, type cmd, and press Enter.
2. Type ipconfig and press Enter.
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3. Locate and copy your IPv4 Address.

Use Powershell:

1. Press Windows Key + R, type powershell, and press Enter.
2. Type ipconfig and press Enter.
3. Locate and copy your IPv4 Address.

Need further help? Reach out by submitting a support ticket.

2

https://helpcenter.gamewarden.io/gw-application/ticketing_system/


Platform One
Platform One (P1) is a DevSecOps platform managed by the U.S. Department of War (DoW). It provides
a set of standardized tools, services, and infrastructure to support the secure development and deployment
of software within DoW environments. P1 is commonly used by DoW teams and approved contractors to
meet compliance requirements across various classification levels.

Game Warden integrates with P1, enabling access to DoW-approved tooling for secure software development,
including key solutions such as Big Bang (a pre-configured Kubernetes platform) and Iron Bank (a hardened
container image repository).

P1 components
Big Bang

Big Bang is the DoW-approved Kubernetes-based architecture that underpins both the Game Warden plat-
form and the applications it hosts. It embodies Infrastructure as Code (IaC) principles, using immutable
code to provision and manage DoW-compliant infrastructure.

Because Big Bang adheres to strict security and compliance standards, applications deployed within it are
eligible for an associated Authority to Operate (ATO). All containers deployed by the Game Warden team
into the Kubernetes cluster must conform to Big Bang protocols and configurations.

Iron Bank

Iron Bank is Platform One’s hardened container image repository. It stores containerized images that have
been security-hardened and scanned to align with DoW cybersecurity standards.

Containers sourced from Iron Bank are approved for deployment within Game Warden and other DoW
environments, supporting secure, consistent, and compliant software delivery.

Party Bus

Party Bus is another secure DevSecOps platform offered within the Platform One ecosystem. It is similar
in scope to Game Warden, with comparable capabilities for deploying software to DoW-authorized envi-
ronments. Both platforms leverage P1 infrastructure, though they may serve different mission partners or
deployment workflows.

Access P1
To access P1 and its associated tooling, you must first establish a P1 SSO account for secure authentication.
See Create a P1 SSO account for setup instructions.

FAQs
How are Game Warden and P1 related from an infrastructure perspective?

Although Game Warden’s infrastructure and platform are independently managed and distinct from P1, we
maintain several key integration points through P1 services:

1. Shared Tech Stack – Game Warden incorporates components of the P1-approved Big Bang stack
within our own platform architecture, aligning with DoW security and deployment standards.

2. Network Access – We connect to the DoW network via the P1-managed Cloud Native Access Point
(CNAP), which provides our IP space and enables the use of a .mil domain.
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3. Federated Authentication – Game Warden federates with the P1-managed Single Sign-On (SSO)
solution to support Common Access Card (CAC) authentication for secure user access.

These integration points allow Game Warden to maintain DoW compliance while operating as a standalone
platform.

When transitioning from P1 to Game Warden, can we perform QA testing during the migra-
tion?

Yes. Customers performing a direct lift-and-shift from P1 to Game Warden will have the opportunity to
validate functionality within both the developing (DEV) and staging (STG) environments prior to production
(PRD) deployment.
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Access Control in Game Warden for DoW Deployment
Game Warden leverages Keycloak for identity and access management, integrated with Platform One
Single Sign-On (P1 SSO) to authenticate users across its platform. While Game Warden centrally handles
authentication, application owners are responsible for implementing authorization—ensuring only the right
users can access specific resources within their application.

This guide walks you through how authentication and authorization work across the platform, and what
steps your organization must take to ensure secure access control.

Keycloak and P1 SSO
Keycloak is integrated with P1 SSO, allowing users to sign in once using their government-issued credentials
(e.g., CAC, ECA, or PIV) and access all Game Warden services. When users complete the onboarding
process with P1, their Keycloak account is created automatically.

Default access behavior and application-level control
By default, any user with a valid P1 SSO account and knowledge of your application’s environment URL
(DEV, STG, PRD) can access your application unless explicit restrictions are implemented. Game Warden
does not automatically restrict user access based on roles or affiliation. Access control must be
implemented by the application using the JWT token provided after authentication.

Note

For apps hosted at IL4 or IL5, end-users must have a valid Government Access Card linked to
their P1 SSO account.

How JWT authorization works
After authenticating through P1 SSO, Keycloak issues a JSON Web Token (JWT) containing verified user
identity claims.

When integrating your applications with Game Warden, two primary actions occur:

• Authentication (AuthN) – Keycloak authenticates the user.
• Authorization (AuthZ) – Keycloak determines access level based on group membership and PKI

credentials.

After Authservice validates a request, it injects a Bearer token in the Authorization header of the user’s
request. This JWT is signed by Keycloak and includes identity and authorization claims. Any pre-existing
Authorization header will be replaced.

Your application is responsible for:

1. Receiving the JWT from Keycloak.

This JWT is injected by Authservice into the Authorization: Bearer header of each request.

2. Validating the JWT signature and expiration.

This step is optional if you prefer Authservice to handle JWT validation and token expiration. If so, reach
out to your Second Front representative to request this setup.

JWTs are signed by Keycloak and should be verified using a trusted public key.
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Example encoded JWT:

eyJhbGciOiJSUzI1NiIsInR5cCIgOiAiSldUIiwia2lkIiA6ICJ6IElmYlVwWlBfWlhlWnlhWlhWbkZWWlBWUkl3QUllZjJhWjJwIn0.
eyJleHAiOjE2NjIwNTYzMTUsImlhdCI6MTY2MjA1NjAxNSwiYXV0aF90aW1lIjowLCJqdGkiOiIxMTRiYTIwOS1kMjBmLTRmYTItYWQzMy04NDExOWFlMTJiZjg iLCJpc3MiOiJodHRwczovL2tleWNsb2FrLmRldi5pbDIuZ2FtZXdhcmRlbi5pby9hdXRoL3JlYWxtcy9nYW1ld2FyZGVuIiwiYXVkIjpbIjExMl9hMjk0MWE5MS1hODZkLTQ0NDAtYjRiOC01NWM5ZmViMzA1NzNfcmFpbl9kcm9wIl0sInN1YiI6ImZiNDM1MDMyLTRmZTctNGRhYi04Nzl kLTAwMjFhZmE2YTAyZSIsInR5cCI6IklEIiwiYXpwIjoiMTEyX2EyOTQxYTkxLWE4NmQtNDQ0MC1iNGI4LTU1YzlmZWIzMDU3M19yYWluX2Ryb3AiLCJzZXNzaW9uX3N0YXRlIjoiYWI1M2QwYTktMDliNC00MjZiLTg0MGItZGUzYzM0NjA1ZDU4Iiwic2lkIjoiYWI1M2QwYTktMDliN C00MjZiLTg0MGItZGUzYzM0NjA1ZDU4IiwiZW1haWxfdmVyaWZpZWQiOnRydWUsIm5hbWUiOiJKT0hOIERPRSIsImdyb3VwcyI6WyIvRVhBTVBMRS1PUkcvSUw0L1JPTEVTL0FETUlOIiwiL0VYQU1QTEUtT1JHL0lMNC9ST0xFUy9BRE1JTiIsIkltcGFjdCBMZXZlbHMvSUwyIEF1dGh vcm l6ZWQiLCJJbXBhY3QgTGV2ZWxzL0lMNCBBdXRob3JpemVkIiwiL0VYQU1QTEUtT1JHL0lMNC9ST0xFUy9VU0VSIl0sInByZWZlcnJlZF91c2VybmFtZSI6ImpvaG4uZG9lIiwiZ2l2ZW5fbmFtZSI6IkpPSE4iLCJmYW1pbHlfbmFtZSI6IkRPRSIsImVtYWlsIjoiam9obi5kb2VAZX hhbXBsZS5jb20ifQ.
A048UC_EFnA8ZC_nQL-I8IF5Xm9V6bb9JNQAUX4Ubg

3. Extracting claims (e.g., user roles, groups)

Example decoded JWT with payload data:

{
"exp": 1662056315,
"iat": 1662056015,
"auth_time": 0,
"jti": "114ba209-d20f-4fa2-ad33-84119ae12bf8",
"iss": "https://keycloak.dev.il2.gamewarden.io/auth/realms/gamewarden",
"aud": [

"112_a2941a91-a86d-4440-b4b8-55c9feb30573_rain_drop"
],
"sub": "fb435032-4fe7-4dab-879d-0021afa6a02e",
"typ": "ID",
"azp": "112_a2941a91-a86d-4440-b4b8-55c9feb30573_rain_drop",
"session_state": "ab53d0a9-09b4-426b-840b-de3c34605d58",
"sid": "ab53d0a9-09b4-426b-840b-de3c34605d58",
"email_verified": true,
"name": "JOHN DOE",
"groups": [

"/EXAMPLE-ORG/IL4/ROLES/ADMIN",
"/EXAMPLE-ORG/IL4/ROLES/ADMIN",
"Impact Levels/IL2 Authorized",
"Impact Levels/IL4 Authorized",
"/EXAMPLE-ORG/IL4/ROLES/USER"

],
"preferred_username": "john.doe",
"given_name": "JOHN",
"family_name": "DOE",
"email": "john.doe@example.com"

}

4. Applying authorization logic to control access, ensuring users are only given access to
appropriate views or APIs.

5. Enforcing session expiration and re-authentication policies.

This enables you to build role-based or attribute-based access controls directly into your application.

Note

In a typical OpenID Connect (OIDC) flow, your application would initiate login by redirecting
the user to Keycloak. Once authenticated, Keycloak redirects the user back to your app with
a token. Your app would then use this token to manage sessions and authorization headers. In
Game Warden, this flow is handled automatically behind the scenes. Your app receives requests
only after the user is authenticated, eliminating the need for manual OIDC session setup.

When your app receives a request from a logged-in user, Authservice automatically injects the
Authorization: Bearer header into that request. This JWT is signed by Game Warden’s
Keycloak and contains the user’s identity and role/group claims.
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How to Validate JWTs

To validate the JWT on your application side:

1. Extract the token from the Authorization header (e.g., Authorization: Bearer eyJ…).
2. Decode and validate it using a standard JWT library for your language (e.g., PyJWT, jose,

etc.).
3. Verify the signature using the public key from Keycloak.

If you’re using Python, review below resources for details on how to complete the validation:

• PyJWT usage documentation
• Video walkthrough of JWT validation in Python

Tip

Use the sub (subject) field in the JWT to identify users. This is a unique Keycloak
subject ID (in GUID format) that remains consistent even if the user’s email, name, or
affiliation changes. It ensures
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Integrate OIDC Clients with Keycloak on Game Warden
This guide walks you through integrating directly with our Identity Provider (IdP), Keycloak, deployed
via Platform One’s Big Bang. It covers how to request credentials, configure your application, map
claims/roles, and implement login, refresh, and logout flows using OpenID Connect (OIDC).

Who should use this guide?

Customers building their own OIDC client (instead of using Authservice)

Terminology & environment
Terminology

Term Meaning
IdP (Keycloak) The identity provider that issues authentication tokens.
Realm An authentication namespace in Keycloak (e.g., gamewarden).
Client An application registered in Keycloak that consumes OIDC.
Confidential Client Used by backends/services that can safely store a client secret.
Public Client Used by SPAs/browser-based apps; does not store a secret

and must use PKCE.

Base URLs

When configuring OIDC, your application needs to know where to retrieve Keycloak’s public configuration
and which issuer to trust when validating tokens.

Keycloak exposes two important URLs:

1. OIDC Discovery (Well-Known) URL: This is the endpoint your application calls to automatically
retrieve token endpoints, signing keys, and supported claims. Your OIDC library will typically use this URL
directly or indirectly.

https://<idp-host>/auth/realms/<YOUR_REALM>/.well-known/openid-configuration

Example Commercial environment

https://login.secondfront.com/auth/realms/gamewarden/.well-known/openid-configuration

2. Issuer URL (must match exactly): The issuer is the value embedded inside the tokens issued by
Keycloak. Your application must trust this value exactly, or token validation will fail.

https://<idp-host>/auth/realms/<YOUR_REALM>

Important

Keycloak always includes /auth in the issuer path. If your OIDC library expects an issuer
without /auth, tokens will be rejected with errors such as:

• Issuer mismatch
• JWKS not found
• Token signature validation failed
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Integration steps
Step 1 - Requesting access

Submit a request to Second Front with the following details:

• Client name (as you want it to appear in Keycloak)
• Redirect URIs for authentication (e.g., Production and Staging)
• Application type (Web server, SPA, Native, or Machine-to-Machine)
• Whether the client should be Public (no secret, uses PKCE) or Confidential (requires client secret)
• Any required claims (e.g., email, groups, custom attributes)
• If needed, token lifetime adjustments (access, refresh, offline tokens)

Second Front will provision a Keycloak Client in the appropriate shared realm and provide you with:

• Client ID (and Client Secret, if applicable)
• OIDC Discovery URL (well-known configuration endpoint)
• Any scopes, mappers, or group-based access controls that were configured for the client

Note: Access can be restricted to your organization’s group space (e.g., /Customers//**). See Claims,
scopes, and group/role mapping for more details.

Step 2 - Choosing your Client Type

App type Client type Auth flow
Server-rendered Web Confidential Authorization Code (+ PKCE

recommended)
SPA (React/Vue/etc.) Public Authorization Code + PKCE

(required)

Step 3 - Configure your Client (Keycloak Admin steps)

Note

These steps are performed by Second Front during client provisioning. They are included here
for visibility and review.

1. Create Client (Keycloak → Clients → Create):

• Client Type: OpenID Connect
• Client ID: us_<UUID>_<CUSTOMER_NAME>
• Client Protocol: openid-connect
• Access Type: Confidential (or Public for SPA / native)
• Valid Redirect URIs: Provide exact callback URLs (use wildcards sparingly)
• Post-Logout Redirect URIs: Provide exact return URLs after logout

2. Credentials (Confidential Clients Only): Generate a Client Secret (stored server-side only).

3. Login Settings:

• Standard Flow (Authorization Code): ON
• Implicit Flow: OFF (deprecated)
• Direct Access Grants (Password Grant): OFF
• Service Accounts: ON (only if client-credentials flow required)
• PKCE: Required for Public clients (SPA, mobile, desktop)

4. Client Mappers:

• Add claim mappers to include attributes such as email, roles, or organizational groups.
• See Claims, scopes, and group/role mapping for mapping guidance.
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5. Advanced Settings: Token lifetimes may be adjusted if needed; otherwise realm defaults apply.

Note: In certain government environments, token lifetimes may be fixed and cannot be altered.

Step 4 - Application-side configuration

Use the Discovery URL to auto-configure endpoints.

{
"issuer": "https://<idp-host>/auth/realms/gamewarden",
"client_id": "us_<UUID>_<CUSTOMER_NAME>",
"client_secret": "<SECRET-IF-CONFIDENTIAL>",
"redirect_uri": "https://<your-app>/oidc/callback",
"post_logout_redirect_uri": "https://<your-app>/",
"response_type": "code",
"scope": "openid profile email",
"use_pkce": true

}

Auth Code Flow (with PKCE)

1. Redirect the user to the authorization_endpoint with the following parameters:

• client_id
• redirect_uri
• response_type=code
• scope
• PKCE parameters:

– code_challenge
– code_challenge_method=S256

2. Exchange the authorization code at the token_endpoint with your code_verifier to receive:

• id_token
• access_token
• refresh_token (optional)

3. Validate the ID Token:

• Verify its signature using the realm’s JWKS endpoint from OIDC discovery.
• Confirm that the aud (audience) and iss (issuer) claims match your client configuration.

Client Credentials Flow

POST token_endpoint
grant_type=client_credentials
client_id=...&client_secret=...

Claims, scopes, and group/role mapping
• Standard OIDC: sub, iss, aud, exp, iat
• Profile/Email: email, email_verified, given_name, family_name, preferred_username
• Groups: groups (e.g., /Customers/<CUSTOMER_NAME>/developer)
• Custom attributes: e.g., customer_id, employee_number (may be added at request of customer)

Example ID Token (truncated)

{
"exp": 1762360748,
"iat": 1762360448,

3



"jti": "12345678-1234-1234-1234-123456789123",
"iss": "https://login.secondfront.com/auth/realms/gamewarden",
"aud": "us_98fhdje8-kld4-8d23-aa11-mgja92jfh456_example-customer",
"sub": "87654321-4321-4321-4321-321987654321",
"typ": "ID",
"azp": "us_98fhdje8-kld4-8d23-aa11-mgja92jfh456_example-customer",
"sid": "dc23c6a8-280c-4168-aa92-452c235b27a3",
"acr": "1",
"email_verified": false,
"name": "Example User",
"groups": [
"/Gamewarden/Users",
"/Customers/example-customer/developers",

],
"preferred_username": "example.user",
"given_name": "Example",
"family_name": "User",
"email": "example.user@example.com"

}

Restricting group visibility to a customer

We can restrict the groups included in issued tokens so that users only receive groups under:
/Customers/<CUSTOMER_NAME>/....

This ensures your application only sees roles and permissions relevant to your organization.

Note

If your application requires additional custom claims (e.g., user role, tenant ID, or feature flags),
please provide the claim names and expected data types and our team will configure the appro-
priate mappers.

Token lifetimes & refresh strategy
Game Warden environments follow security-first token lifetimes aligned with DoW and industry best prac-
tices:

• Access Token: Short-lived (� 5 minutes) — limits the impact of token leakage.
• Refresh Token: Longer-lived (� 30 minutes) and rotates on each use — reduces replay risk.
• SSO Session Duration: Typically up to 10 hours before requiring re-authentication.

These defaults balance strong security controls with a smooth user experience. If your application requires
different lifetimes, discuss with our team—adjustments may be possible depending on your deployment
environment and compliance level.

Best practice

Use short-lived access tokens paired with rotating refresh tokens to minimize risk if a
token is compromised.

Logout & session management
When users sign out, the application should trigger RP-Initiated Logout, which logs the user out of both
your application and the Keycloak SSO session.
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RP-initiated logout (recommended)

Call the realm’s end_session_endpoint with:

• id_token_hint — the ID Token issued during login
• post_logout_redirect_uri — a pre-registered URL where the user should be redirected after

logout

Example call

GET https://<idp-host>/auth/realms/<YOUR_REALM>/protocol/openid-connect/logout
?id_token_hint=eyJ...
&post_logout_redirect_uri=https%3A%2F%2F<your-app>%2F

Important

The value of post_logout_redirect_uri must exactly match one of the URIs listed in the
client configuration.

Front-channel vs back-channel logout

Keycloak supports multiple logout notification mechanisms:

Mode How it Works Use When
Front-channel
logout

Keycloak loads each client’s logout URL in the
browser.

Your app can handle logout via
browser redirect.

Back-channel
logout

Keycloak sends a server-to-server logout
request.

Your app has a backend endpoint
for logout processing.

If your application expects to be notified when the user logs out from another session, provide:

• A logout endpoint URL
• Expected authentication/validation behavior for the logout request

Troubleshooting

If you see a Keycloak confirmation page during logout, check:

• id_token_hint is missing or expired
• post_logout_redirect_uri is not in the allowed list

Adding both parameters correctly will produce a silent, seamless logout experience.

Security guidance
• Do not store client secrets in browser-based or mobile applications. Use Public clients with PKCE

for SPAs and native apps.

• Always validate Issuer and JWKS:

– Issuer must match realm URL including /auth
– Validate token signatures against the realm’s JWKS
– Verify aud, iss, nonce, and token expiration

• Use state + nonce with Authorization Code Flow and verify both during the callback to prevent
CSRF and replay attacks.

• Apply least-privilege access:
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– Request only the scopes and claims your application actually needs.
– Avoid broad group claims unless necessary.

• Consider refresh token rotation and server-side session enforcement for added protection.

Troubleshooting

Symptom Likely cause Fix
could_not_discover_issuer / “Not
found”

Wrong issuer URL (missing /auth) Use
https://<idp-host>/auth/realms/<YOUR_REALM>

invalid_grant / code exchange fails Missing/wrong code_verifier Ensure PKCE
end-to-end

redirect_uri_mismatch Callback not whitelisted Add exact redirect
URI in client

invalid_audience Token aud doesn’t include your client Add audience
mapper / check
resource_access

Logout shows confirmation page No id_token_hint Pass id_token_hint
and whitelist
post_logout_redirect_uri

Samples
Minimal auth code (server) using discovery

# 1) Discover endpoints
curl -s https://<idp-host>/auth/realms/<YOUR_REALM>/.well-known/openid-configuration | jq .

# 2) Browser to authorization endpoint (build URL)
# https://<idp-host>/auth/realms/<YOUR_REALM>/protocol/openid-connect/auth?response_type=code&client_id=...

# 3) Exchange code for tokens
curl -s -X POST \
-d grant_type=authorization_code \
-d code=<CODE_FROM_CALLBACK> \
-d client_id=cust-<CUSTOMER_NAME>-<APP> \
-d client_secret=<SECRET> \
-d redirect_uri=https://<your-app>/oidc/callback \
https://<idp-host>/auth/realms/<YOUR_REALM>/protocol/openid-connect/token

Client credentials

curl -s -X POST \
-d grant_type=client_credentials \
-d client_id=cust-<CUSTOMER_NAME>-svc \
-d client_secret=<SECRET> \
https://<idp-host>/auth/realms/<YOUR_REALM>/protocol/openid-connect/token
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Support & changes
If you need to update your OIDC client configuration (e.g., add redirect URIs, rotate secrets, adjust claims),
please open a support request with the following information:

• Client ID
• Environment (e.g., Staging, Production)
• Requested change
• Reason / justification

For urgent items such as incident response, credential compromise, or access revocation, contact Support
and mark the request as High Priority so our team can respond immediately.
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Using Government Access Cards with Game Warden
This guide provides essential information about government-issued access cards and when they’re required
for accessing Game Warden.

Once you have obtained a government access card, refer to Link Access Card with Platform One (P1) Account
for instructions on associating your card with your P1 account for future authentication to Game Warden.

What are government access cards?
Government-issued access cards are secure credentials that use certificate-based authentication to verify a
user’s identity when accessing government systems and environments. These cards embed cryptographic
certificates that support Private Key Infrastructure (PKI) standards for secure access.

Game Warden supports the following types of government-issued access cards:

Common Access Card (CAC)

Issued by the U.S. Department of War (DoW) to military personnel, government employees, and eligible
contractors.

Process to acquire CAC To obtain a CAC, you must go through the DoW vetting process with the
support of a government sponsor. This process can take several months to complete.

The DoW issues CACs to eligible individuals, including:

• Active-duty military personnel
• Reservists
• Federal civilian employees
• Authorized contractors

Acquisition process:

You must work directly with your government sponsor to complete the following steps:

1. Sponsorship and Eligibility Verification
2. Registration and Enrollment
3. Background Investigation
4. Card Issuance

For detailed guidance, see the Process for Acquiring or Renewing a CAC or refer to the General Information
section.

Note

You may receive a CAC based on fingerprint results; however, final approval depends on pass-
ing the National Agency Check with Inquiries (NACI). If the background check is not
approved, the CAC will be revoked.

External Certification Authority (ECA)

Issued by DoW-approved commercial vendors to contractors and vendors who work with DoW systems but
are not eligible for CACs.

Process to acquire ECA The ECA program provides digital certificates to eligible individuals affiliated
with companies that require access to DoW systems. ECAs serve as an alternative to CACs for contractors
and partners who are not eligible for a CAC.
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To obtain an ECA certificate, you must complete the DoW vetting process through a DoW-approved vendor
such as IdenTrust or WidePoint. The typical processing time is approximately 30 days.

Acquisition process with IdenTrust:

1. Complete the required forms and have them notarized. You must submit your notarized forms within
30 calendar days of notarization — late submissions are invalid.

2. Submit your application and documentation to the vendor within 30 days of notarization.
3. Undergo identity verification by the vendor (typically 3–5 business days).
4. Receive your certificate by mail based on the delivery option you select.

For compatibility recommendations and important usage notes, see the ECA Certificate Compatibility Guide.

Warning

• Game Warden recommends using IdenTrust, a DoW-approved provider, for obtaining ECA
certificates.

• For best compatibility with Game Warden’s Keycloak Single Sign-On (SSO), we recommend
selecting the ECA Medium Token Assurance option from IdenTrust. This token type
has been validated to work with Game Warden’s identity and access management system.

• Game Warden is not affiliated with IdenTrust. Please contact IdenTrust directly for
questions regarding certificate issuance or support.

• Known compatibility considerations:
• Mac users with M1 chips must use Firefox when accessing government systems with

an IdenTrust ECA. IdenTrust is aware of this limitation and is working to address it.
• Linux/Ubuntu is not supported for retrieving digital certificates from IdenTrust.
• Recommended browsers for certificate setup:

– Windows: MS Edge or Google Chrome (latest versions)
– Mac: Mozilla Firefox (latest version)

For complete system requirements and supported configurations, refer to the IdenTrust Certificate
Compatibility Guide.

Personal Identity Verification (PIV)

Issued by U.S. federal agencies for access to federal systems.

Process to acquire PIV Federal agencies issue PIV cards to eligible individuals to provide secure access
to government systems. To obtain:

• Work directly with your government sponsor to request and complete the PIV issuance process.
• Confirm that your PIV card is issued with the required certificate policies to enable access to IL4+

environments via Platform One SSO.
• Coordinate with the Game Warden team to verify your access after issuance.

Note

• Game Warden does not issue or manage government access cards. You must obtain them
directly from a government sponsor or a DoW-approved provider.

• Users with a CAC, ECA, or PIV can access Game Warden environments at IL2, IL4, and
IL5 through Platform One (P1) Single Sign-On (SSO) - provided their access card
includes one of the required certificate policies.

• Contact the Game Warden Platform team for proactive guidance before attempting access.
We can assist with validating your card’s configuration and ensuring it works with IL2, IL4,
and IL5 environments.
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Government access card comparison

The table below summarizes key requirements and acquisition processes for each supported government
access card.

• CAC and PIV cards are issued directly by government sponsors.
• ECA certificates must be obtained from a DoW-approved vendor, such as IdenTrust, Inc.

Card
Type Estimated Wait Time

U.S. Citizenship
Requirement Cost

CAC Up to 18 months (based on
background investigation)

Not required Consult with your government sponsor

ECA ~30 days after submitting
notarized forms

Not required View IdenTrust pricing - prices may
vary for non-U.S. citizens

PIV 2-6 weeks Must be a U.S.
National†

Consult with your government sponsor

(†)U.S. National: An individual who owes permanent allegiance to the United States. This includes U.S.
citizens and certain non-citizens, such as individuals born in American Samoa or Guam.

When is a government access card required?
Access to Game Warden-hosted applications is governed by Impact Level (IL) requirements and access control
policies. A government-issued access card is required for certain environments and strongly recommended
for others, depending on the deployment stage and access method.

The table below summarizes where a government access card is required:

Resource Requires Government Access Card
Customer Application at IL2 STG No
Customer Application at IL2 PRD No
Customer Application at IL4 Yes
Customer Application at IL5 Yes
Game Warden Application at IL2 No
Game Warden Application at IL5 Yes
Harbor Registry at IL2 No
Harbor Registry at IL5 Yes
ArgoCD at IL2 No
ArgoCD at IL4 Yes
ArgoCD at IL5 Yes
Grafana at IL2 No
Grafana at IL4 Yes
Grafana at IL5 Yes

Certificate policies and Public Key Infrastructure (PKI)
What is PKI?

PKI is a security framework used to issue and manage digital certificates for secure authentication, encryption,
and digital signatures. In government systems, PKI ensures that users accessing sensitive environments—such
as Game Warden at IL4 and IL5—are authenticated with trusted, cryptographically validated credentials.
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PKI works by using a pair of cryptographic keys (public and private) linked to a user’s identity, managed
through a Certificate Authority (CA). These keys are embedded in a digital certificate that users
present when authenticating to a system.

What are Certificate policies?

A certificate policy is a defined set of rules embedded in a digital certificate that dictates how the certificate
may be used and the level of assurance it provides.

Certificate policies are represented by Object Identifiers (OIDs) — standardized numeric codes uniquely
assigned to each policy. Systems such as P1 and Game Warden validate both the certificate and its associated
policy before granting access.

These policies allow relying parties to enforce usage restrictions and ensure compliance with security stan-
dards.

Approved certificate policies

Certificate Policy OID Policy Identifier
2.16.840.1.101.2.1.11.5 id-US-dod-medium
2.16.840.1.101.2.1.11.9 id-US-dod-mediumhardware
2.16.840.1.101.2.1.11.10 id-US-dod-PIV-Auth
2.16.840.1.101.2.1.11.17 id-US-dod-mediumNPE
2.16.840.1.101.2.1.11.18 id-US-dod-medium-2048
2.16.840.1.101.2.1.11.19 id-US-dod-mediumHardware-2048
2.16.840.1.101.2.1.11.20 id-US-dod-PIV-Auth-2048
2.16.840.1.101.2.1.11.31 id-US-dod-peerInterop
2.16.840.1.101.2.1.11.36 id-US-dod-mediumNPE-112
2.16.840.1.101.2.1.11.37 id-US-dod-mediumNPE-128
2.16.840.1.101.2.1.11.38 id-US-dod-mediumNPE-192
2.16.840.1.101.2.1.11.39 id-US-dod-medium-112
2.16.840.1.101.2.1.11.40 id-US-dod-medium-128
2.16.840.1.101.2.1.11.41 id-US-dod-medium-192
2.16.840.1.101.2.1.11.42 id-US-dod-mediumHardware-112
2.16.840.1.101.2.1.11.43 id-US-dod-mediumHardware-128
2.16.840.1.101.2.1.11.44 id-US-dod-mediumHardware-192
2.16.840.1.101.2.1.11.59 id-US-dod-admin
2.16.840.1.101.2.1.11.60 id-US-dod-internalNPE-112
2.16.840.1.101.2.1.11.61 id-US-dod-internalNPE-128
2.16.840.1.101.2.1.11.62 id-US-dod-internalNPE-192
2.16.840.1.101.3.2.1.12.1 id-eca-medium
2.16.840.1.101.3.2.1.12.2 id-eca-medium-hardware
2.16.840.1.101.3.2.1.12.3 id-eca-medium-token
2.16.840.1.101.3.2.1.12.4 id-eca-medium-sha256
2.16.840.1.101.3.2.1.12.5 id-eca-medium-token-sha256
2.16.840.1.101.3.2.1.12.6 id-eca-medium-hardware-pivi
2.16.840.1.101.3.2.1.12.8 id-eca-contentsigning-pivi
2.16.840.1.101.3.2.1.12.9 id-eca-medium-device-sha256
2.16.840.1.101.3.2.1.12.10 id-eca-medium-hardware-sha256
2.16.840.1.101.3.2.1.3.4 id-fpki-certpcy-highAssurance
2.16.840.1.101.3.2.1.3.7 id-fpki-common-hardware
2.16.840.1.101.3.2.1.3.12 id-fpki-certpcy-mediumHardware
2.16.840.1.101.3.2.1.3.13 id-fpki-common-authentication
2.16.840.1.101.3.2.1.3.16 id-fpki-common-High
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Certificate Policy OID Policy Identifier
2.16.840.1.101.3.2.1.3.18 id-fpki-certpcy-pivi-hardware
2.16.840.1.101.3.2.1.3.20 id-fpki-certpcy-pivi-contentSigning
2.16.840.1.101.3.2.1.3.24 id-fpki-SHA1-hardware
2.16.840.1.101.3.2.1.3.36 id-fpki-common-devicesHardware
2.16.840.1.101.3.2.1.3.38 id-fpki-certpcy-mediumDeviceHardware
2.16.840.1.101.3.2.1.3.39 id-fpki-common-pivi-contentSigning

FAQs
Will it affect my app’s deployment to IL4+ environments if I don’t have a government access
card?

Game Warden can deploy your application to IL4+ staging (STG) and production (PRD) environments
even if you do not have a government access card (CAC, PIV, or ECA). However, you will not be able to
access your environment, logs, or application endpoints without an approved government access card.

Can I hire a service member with a government access card to perform DevSecOps work for
my company?

No. Hiring a Reservist or National Guard member to use their government access card for company work is
strictly prohibited. This constitutes misuse of government credentials and can result in serious consequences
for the service member.
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Link Access Card with Platform One Account
To access Impact Level 4 (IL4) and higher environments in Game Warden, you must have a valid Platform
One Single Sign-On (P1 SSO) account linked to your government-issued access card (CAC, PIV, or ECA).
If you have not yet created a P1 SSO account, follow the instructions in Create a P1 SSO Account before
proceeding.

Linking your access card to your P1 SSO account is required before you can access Game Warden-hosted
staging (STG) and production (PRD) environments. This applies to both Game Warden customers and
their end users.

This guide explains how to link your government access card to your P1 SSO account.

Equipment configuration
Before linking your card, ensure your machine is configured for government access card use. This may require
downloading and installing the necessary DoW root certificates.

• Follow the Remote Access: Initial Setup Guide provided by the DoW Cyber Security Center for
certificate installation.

• For Mac users, refer to this setup guide for platform-specific configuration and recommended card
readers.

How to link the access card with your P1 SSO account
Before you begin, make sure you have a compatible card reader.

1. Insert your government access card into the reader. Wait until the card reader lights stop flashing
before proceeding.

2. Go to the P1 login page. You will be prompted to authenticate with your government access card. The
first time you authenticate, you will see a message acknowledging detection of a new access card.

3. Enter your P1 username and password.

4. Enter your Multi-Factor Authentication (MFA) code.

5. Confirm the association request when prompted. This confirmation links your access card to your P1
SSO account. Future logins will automatically authenticate with your government access card.

What to expect after linking your card
Once your government access card is successfully linked:

• You can authenticate into IL4+ environments via P1.
• The system will automatically attempt to use your access card when logging in.
• If the card is not detected, you may still enter your P1 SSO username, password, and MFA code,

but a government access card is always required for IL4+ access.

Access requirements for users outside the NIPRNet
The Non-classified Internet Protocol Router Network (NIPRNet) is the DoW’s private network for transmit-
ting unclassified but sensitive information.

1

https://helpcenter.gamewarden.io/welcome/new-user-account/#create-a-p1-sso-account
https://public.cyber.mil/pki-pke/end-users/
https://militarycac.com/macnotes.htm
https://login.dso.mil/


If you are accessing IL4+ environments outside of the NIPRNet or its VPN (e.g., Air Force Desk-
top Anywhere), you must use Appgate SDP - a DoW-approved authentication solution - for secure access.
Appgate must remain open and active for the duration of your session.

To set up Appgate, see Install Appgate SDP.

FAQs
Why don’t I have access after setting up my P1 account?

This is often because you haven’t yet attempted to log in to Game Warden app.

After creating your P1 SSO account and being added to Game Warden, you must log in at least once.
This initial login triggers the import of your user data from P1 into Game Warden’s Keycloak (our identity
management system).

Once your account is imported, a Game Warden Keycloak administrator can assign the appropriate group
memberships associated with your company.

Where can I find more information or get support for P1?

Refer to the Platform One FAQ for common questions and login troubleshooting.

For additional support, contact aflcmc.hncx.helpdesk@us.af.mil.
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Install Appgate SDP
Appgate Software-Defined Perimeter (SDP) is a DoW-approved authentication service that enforces Zero
Trust principles for secure network access. Managed by the Platform One (P1) Cloud Native Access
Point (CNAP) team, Appgate SDP helps protect DoW networks by:

• Denying implicit trust for users, devices, and applications
• Enforcing a “verify-then-trust” approach
• Granting least-privilege access based on verified credentials

Appgate SDP is required to securely access Impact Level 4 (IL4) and Impact Level 5 (IL5) environments
when connecting from a non-NIPRNet network — such as a commercial or public internet connection.

• IL4 environments: Require Appgate SDP
• IL5 environments: Require Appgate SDP and may also require running compliance scripts

Why Appgate SDP matters for Game Warden access

Game Warden relies on P1 CNAP and Appgate SDP to enforce access controls for IL4 and IL5
environments.

• Appgate, combined with DoW-approved security measures, ensures compliance with the
Cloud Computing Security Requirements Guide (SRG) — particularly sections 5.10.1.x of
SRG v1, Release 4.

• Without Appgate SDP (or a direct NIPRNet connection), you cannot reach Game Warden-
hosted IL4+ environments.

How to install Appgate SDP
Prerequisites

• Multi-Factor Authentication (MFA) app
• Active P1 SSO account
• Government access card linked to your P1 account
• Compatible operating system (Windows, macOS, or Linux)

1. Download Appgate SDP Client for your operating system.

2. Install Appgate SDP on your machine, following the on-screen instructions.

• During installation, when prompted in the Create Profile window, select Use Profile Link.

• Copy and paste the following profile link into the Profile Link field:

appgate://connect.cnap.dso.mil/eyJwcm9maWxlTmFtZSI6IlBsYXRmb3JtT25lIC0gU1NPIiwic3BhIjp7Im1vZGUiOiJVRFAtVENQIiwibmFtZSI6InAxX3NwYSIsImtleSI6IjQ4ODUyMjc1OTk3YWE0YTkzNTdjYzA2OWYxYjNkNTI1ZGI3NWI2NTU1YjgzNGY3Njk3MDI0MzdlMGViNjg1NmMifSwiY2FGaW5nZXJwcmludCI6IjMxZTk4OTI2NGVmNDc0ZWU4ZTg3OGVhM2ZmM2M1NGQ3YzlhOTNkOWM4N2VlZmMyODFlMTM4NGJkZTIyYTZlYTEiLCJpZGVudGl0eVByb3ZpZGVyTmFtZSI6IlNTTyAtIFBsYXRmb3JtIDEifQ==

3. Click Submit to finalize the profile creation.

4. Connect to Appgate SDP:

a. After profile creation, click Connect. A browser window will open to the P1 Login page.
b. Authenticate using your CAC/ECA or P1 credentials and enter your MFA verification code when

prompted.
c. Accept the DoW Information System usage conditions.

Once authenticated, your Appgate SDP session becomes active, and your authorized environments will be
displayed. You can now close the P1 window.
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Maintain the latest Appgate SDP version

Ensure you are running the latest version of Appgate SDP to guarantee an uninterrupted con-
nection and access to the latest security updates. See Software Availability section for version
details and support lifecycles.

Manage your Appgate session
• To sign out:

– Click the option menu
– Select Sign Out — this will deactivate the session but leave the client open

• To quit Appgate:
– Select Quit from the options menu (�) — this will close the client entirely

• To reconnect:
– Open Appgate SDP and click Sign in with Provider to launch the P1 login page

Important

You must keep Appgate SDP open and active while accessing IL4+ environments when
connected via a non-NIPRNet network.

Support
If you experience issues installing or connecting with Appgate SDP, contact Platform One Support:

• Email: aflcmc.hncx.helpdesk@us.af.mil
• P1 Customer Portal: Access Portal
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Install External Certification Authority Tokens
This guide walks you through obtaining a DoW-approved External Certification Authority (ECA)
hardware token from IdenTrust and configuring it for use with Platform One (P1) to access Impact Level
4 (IL4) and Impact Level 5 (IL5) resources.

Tested Setup

• MacBook Pro (M2)
• IOGEAR GSR203 card reader

Step 1 — Acquire an ECA hardware token
Warning

• You must obtain and install the ECA token before you can use the card to access IL4 and
IL5 environments.

• You must complete the token acquisition process within 30 days of purchase, or you will
need to start over.

1. Submit ECA request through IdenTrust

1. Visit IdenTrust ECA Certificates for DoW Access.
2. Click BUY NOW and follow these steps:

a. Select My Federal Program is not Listed.
b. Confirm that you live in the U.S.
c. Select the certificate as ECA Medium Token Assurance | Hardware Storage.
d. Select 1 year validity period.
e. Select HID Smart Card (with or without a card reader, as needed).

3. Complete the checkout process.
4. Download and print the Certificate Forms Packet when provided.

2. Complete Authorization forms

1. Open the Certificate Forms Packet and fill out Page 2 with applicant and organization officer
information.

2. Have your Organization Officer inked sign and date the form.

3. Complete Page 4 in front of a licensed notary, presenting two valid IDs based on the following require-
ments:

• U.S. Citizens: Provide one ID from List A + one from List B or C, OR provide one
from List B + one from List C.

• Non-U.S. Citizens: Provide a valid passport + one ID from List B.
• If you declared multiple citizenship in your certificate request, you must present a valid passport

for each.

Tip: Confirm with your notary ahead of time which forms of ID they will accept, as this may vary by
jurisdiction.

Accepted Forms of Identification:
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List A — Photo ID
establishing identity and
citizenship

List B — Photo ID
establishing identity

List C — Document
establishing U.S.
citizenship

- Passport from country of
citizenship

- Military ID with photo - Consular Report of Birth from
a U.S. Consulate (Form FS-240)

- Certificate of U.S. Citizenship
issued by USCIS (formerly INS)

- Driver’s license or
government-issued ID card with
photo

- Certificate of Birth Abroad
issued by the U.S. Department
of State (Form DS-1350)

- Certificate of Naturalization
issued by a court of competent
jurisdiction (pre- or post-1991)

- Permanent or Unexpired
Temporary Resident Card
issued by USCIS with photo

- Original or certified copy of
birth certificate issued by a
county, state, or government
authority bearing an official seal

4. Mail the completed forms with tracking to IdenTrust HQ. IdenTrust will call your Organization Officer
to verify submission. Ensure they are available.

3. Receive and activate your ECA token

After approval (typically 3–5 business days), you will receive an installation email. Do not proceed until
you have your token and card reader in hand.

Step 2 — Provision your ECA card
1. Install OpenSC

1. Download the latest version from OpenSC Releases.
2. Install using the .dmg installer. If you are familiar with Homebrew, you may use it — but note that

all library paths will differ from those used in this guide.

2. Reboot and initialize card reader

1. Reboot your computer with the card reader disconnected.
2. After logging back in, insert your ECA card. You should see a prompt to pair the card with your

account — this confirms the card is working.

(Optional) 3. Test OpenSC with your card

Open Terminal and run:

/Library/OpenSC/bin/pkcs11-tool --login --test \`\`\` If successful, the output will resemble the following example and will end with **No errors**. \`\`\` $ /Library/OpenSC/bin/pkcs11-tool --login --test Using slot 0 with a present token (0x0) Logging in to "Johnny Example:A0000B0000000...". Please enter User PIN: \*\*\*\*\*\* C\_SeedRandom() and C\_GenerateRandom():   seeding (C\_SeedRandom) not supported   seems to be OK Digests:   all 4 digest functions seem to work   MD5: OK   SHA-1: OK   RIPEMD160: OK Signatures (currently only for RSA)   testing key 0 (CAC Cert 5)  -- can't be used for signature, skipping   testing key 1 (CAC Cert 14)   all 4 signature functions seem to work   testing signature mechanisms:     RSA-X-509: OK     RSA-PKCS: OK     SHA1-RSA-PKCS: OK     MD5-RSA-PKCS: OK     RIPEMD160-RSA-PKCS: OK     SHA256-RSA-PKCS: OK   testing key 1 (CAC Cert 14) with 1 mechanism     RSA-X-509: OK Verify (currently only for RSA)   testing key 0 (CAC Cert 5) -- can't be used to sign/verify, skipping   testing key 1 (CAC Cert 14) with 1 mechanism     RSA-X-509: OK Decryption (currently only for RSA)   testing key 0 (CAC Cert 5)     RSA-X-509: OK     RSA-PKCS: OK   testing key 1 (CAC Cert 14) -- can't be used to decrypt, skipping No errors

4. Retrieve and install IdenTrust certificates

1. Open the email from Registration@identrust.com.
2. Follow the link to https://secure.identrust.com/tsapp/ret-start.jsp. Enter your activation code and

password you created during the checkout process in Submit ECA request through IdenTrust.
3. Download and run the retrieval application as instructed.
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Step 3 — Install required certificates
1. Install DoW Certificates

Follow the guide on MilitaryCAC.com. to download and install the DoW certificates for your Mac. Ensure
the certificates are installed in both the macOS keychain and Firefox (step 5a).

2. Install IdenTrust ECA Root Certificates

Download the IdenTrust ECA Root Certificates from this link. Install them using the same method as the
DoW certificates.

Step 4 — Configure applications for smart card use
For applications supporting PKCS11 libraries, use:

/Library/OpenSC/lib/onepin-opensc-pkcs11.so

If you are familiar with Homebrew, you may use it — but note that all library paths will differ from those
used in this guide.
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Cloud Native Access Point Whitelist
The Cloud Native Access Point (CNAP), a service managed by Platform One (P1), provides secure access
to Game Warden-hosted environments at Impact Levels 4 and 5 (IL4 and IL5).

The CNAP Whitelist is a security mechanism that restricts access based on an approved list of IP addresses
within the Department of War (DoW) Non-classified Internet Protocol Router Network (NIPRNet) boundary.
Although most NIPRNet-assigned IPs are already included, specific users, data connections, or devices may
require whitelisting to resolve access or connectivity issues with Game Warden-hosted IL4/IL5 environments.

When you need CNAP whitelisting
You must request CNAP whitelisting if:

• Your application requires external data connections (ingress, egress, or bidirectional).
• The connection originates outside of the Game Warden Authorization Boundary but inside

the NIPRNet boundary (accredited at IL4 or IL5).

When CNAP whitelisting is not required
You do not need CNAP whitelisting if:

• Your application is deployed to IL2 Staging (STG) or Production (PRD) — these environments
connect via the internet, but must still be reflected in your Authorization Boundary Diagram.

• Your application is deployed to IL6 STG/PRD — these classified environments are segregated from
IL4/IL5 for security.

• Your application does not require external data connections — no data leaves or enters the
Game Warden Authorization Boundary.

Warning

• CNAP will not approve IPs from commercial ISPs (e.g., Verizon, AT&T, Comcast) or home
users, even on Government Furnished Equipment (GFE).

• You can verify if an IP is DoW-registered at ARIN Whois.

How to verify if you need whitelisting
Test your connection by attempting to load: https://code.il4.dso.mil

• If the page loads: Your IP is already whitelisted.
• If the page times out: You must submit a whitelist request to P1.

Why you may not have CNAP access
The USAF’s Zero Trust Architecture requires explicit approval for CNAP access. The default is to deny
access to unfamiliar IP ranges.

Agencies may request access proactively or after encountering issues. Agencies with frequently changing IP
ranges are responsible for keeping their listings current.

Note

Game Warden does not manage or have visibility into CNAP’s allowlisted IPs.
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Submit a CNAP whitelist request
Information required

Before submitting a CNAP whitelist request, you must gather detailed information about your external data
connections. If you are unable to obtain this information, contact your government contract sponsor or
Mission Owner for assistance.

The following information is required for each external connection:

Information Example
IP Addresses with Port/Protocol IP: 192.168.1.1 Port: 443 TCP
IP Address Range (if applicable) 192.168.1.1-192.168.1.254 Port: 443 TCP

How to submit your request

Requests must be submitted by a government user. Contractors must route requests through their govern-
ment sponsor.

All requests must be submitted directly to P1 using the P1 General Help Form. If you need help submitting
the form, contact the P1 Help Center.

Tip

You may need to submit a separate whitelist request for each government installation or environ-
ment.

What to include in your whitelist request

When submitting a CNAP whitelist request, you must provide the following:

• Justification explaining why Appgate SDP cannot be used.
• Confirmation that the IP addresses are registered to the DoW.
• The smallest possible scope of IP addresses necessary for your use case.
• Only the egress IP addresses — the IPs visible to external systems. If your traffic is routed through

NAT or proxies, only the publicly exposed IPs are required.
• IPs listed in CIDR notation. For example, 192.168.1.0/24.
• The physical location or military installation associated with the IP addresses.
• A valid point of contact (POC) for the request.
• The CNAP-hosted site(s) your request pertains to.
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Game Warden Account Setup Guide for FedRAMP Deployments
Game Warden enables you to deploy your application to a FedRAMP network—a cloud environment that
has been authorized under the Federal Risk and Authorization Management Program to meet the U.S. gov-
ernment’s security standards for handling federal data (e.g., AWS GovCloud, Microsoft Azure Government,
or Google Cloud Platform for Government)—using a secure, managed deployment environment with built-in
compliance support. This guide walks you through setting up your account and getting started.

Create your account
1. Visit Game Warden for FedRAMP Deployment, then click No account? Click here to register

now.

2. On the Regular User Registration page, enter the following:

• Your first name and last name.
• Select the organization your affiliation belongs to; otherwise, select Other.
• Select your rank or pay grade. The military organizes ranks by service branch, and civil service

grades range from AA to SCS. Select N/A if none apply.
• Enter your organization name.
• Enter your organization’s location (at minimum, the city and state).
• Enter a username and your work email address.
• Optionally, provide an access note. This helps administrators assign the appropriate access.
• Create and confirm your password.
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3. Click Register.

4. When prompted, complete the multi-factor authentication process:

1. Install an authentication app (e.g., FreeOTP, Microsoft Authenticator, or Google Authenticator)
on your mobile device.

2. Open the app and scan the QR code displayed on the screen.
3. Enter the current code from your authenticator app into the Six digit code field, and optionally

provide the device name to help manage your OTP devices.
4. Click Submit.

5. Review the consent form and click Accept to continue.

6. On the Keycloak Personal Info page, confirm your information and click Save.

Log in to your account
1. Once your account has been set up by Second Front, visit Game Warden for FedRAMP Deployment.
2. Enter the username and password you created during registration.
3. Click MFA Log In.
4. Enter the current code from your authenticator app and click MFA Log In.
5. Review the consent form and click Accept to access the Game Warden app.

Troubleshooting & best practices

• Forgot your password? Click Forgot Password? on the login page to reset your password.
• Need more help? Use the Click here or email us links at the bottom of the page.
• Keep your MFA method private and secure.
• Always log out when you’re away from your computer or working on a shared device.

Add your team to Game Warden
Once your user account is set up, you can invite your team to Game Warden from within the app.
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1. Go to the Company Profile tab in the left sidebar.

2. Click Invite Team Member.

3. Fill in each team member’s email and name, then click Invite Team Member.

Your team member will receive an email invitation to join the Game Warden app.

Warning

If your team member’s email domain is different from yours, contact your Mission Success Man-
ager (MSM) for assistance.
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Add Customer Admin privileges to team members
If you have Customer Admin privileges, you can grant the same access level to other team members. Follow
these steps:

1. Locate the team member in your user list, then click the option menu (�) next to their name.
2. Select Edit User from the dropdown.
3. In the Edit a Team Member modal, navigate to the Roles section and click Make user a Customer

Admin.
4. Click Submit to save the changes.

The team member will immediately receive Customer Admin permissions and can perform all administrative
functions within your organization.

Customer and Customer Admin permissions

Capability Customer Customer Admin
Submit tickets Yes Yes
Access scan results Yes Yes
Download scan artifacts Yes Yes
Delete deployments No Yes
Set up Harbor credentials No Yes
Fill out Body of Evidence forms Yes Yes
Resolve vulnerabilities Yes Yes
Deploy images No Yes

Remove a team member from your Game Warden app
Users with the Customer Admin role can remove a team member by following these steps:

1. In the left sidebar, go to the Company Profile tab.
2. Search for the team member by name and click the option menu (�).
3. Select Remove User.
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Access Control in Game Warden for FedRAMP Deployment
For applications deployed within the Game Warden FedRAMP High authorization boundary, access control
operates under a shared responsibility model. Game Warden provides a baseline set of administrator priv-
ileges and manages network-level access. You are responsible for managing access within your application

— including database accounts and application-level roles — in strict adherence to FedRAMP High baseline
controls.

Keycloak and Federated Single Sign-On
Game Warden manages platform access through Keycloak, a centralized identity service federated with
FedRAMP High-authorized Identity Providers (IdPs) such as Platform One (P1), Login.gov, and Okta.
This allows users to authenticate using existing government-issued credentials (CAC or PIV card) for Single
Sign-On (SSO) across all Game Warden services.

A user’s Game Warden account is automatically provisioned on their first successful login through an ap-
proved IdP. Account creation is automatic, but you must still grant each user the appropriate permissions
and application access before they can use your application.

For applications deployed within the Game Warden FedRAMP authorization boundary, the following au-
thentication rules apply:

• Mandatory Keycloak Integration: Your application must integrate with and authenticate exclu-
sively through Keycloak using a supported protocol such as OpenID Connect (OIDC) or SAML.

• No Local Authentication: Your application must not implement or rely on local user authentication
mechanisms. Hardcoded credentials, API keys, or tokens embedded in application code or static storage
are strictly prohibited.

• System Use Notification (Consent Banner): During the Keycloak authentication process, users
encounter a mandatory U.S. Government System Use Notification banner. Users must explicitly ac-
knowledge this banner before Keycloak grants them access to your application.

• IdP Approval: P1 SSO is a standard integration. Any other external or customer-managed IdP
requires prior formal approval from Second Front to ensure it meets FedRAMP High standards.

Default access behavior and application-level control
Once a user successfully authenticates through Keycloak and your approved IdP, they gain access to the
platform. Game Warden does not automatically restrict user access to specific features, data, or views within
your application based on their roles or affiliation. By default, any user with a valid session token who knows
your application’s environment URL can access your application unless you implement explicit restrictions.

To comply with FedRAMP High requirements, you are responsible for implementing robust authorization at
the application layer. Parse the Keycloak-provided JSON Web Token (JWT) to build and enforce role-based
(RBAC) or attribute-based (ABAC) access controls directly into your application architecture.

Your application must strictly enforce the following FedRAMP requirements:

• Principle of Least Privilege: Grant users and processes only the minimum permissions necessary
to accomplish their assigned tasks. Explicitly prevent non-privileged users from executing privileged
functions within your application.

• Separation of Duties (SoD): Divide critical functions among different individuals or roles. No single
user should have the permissions necessary to execute a critical or sensitive process end-to-end without
a second approver or checkpoint.
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• Prohibition of Shared Accounts: Every user must be individually authenticated and uniquely
identified. Generic, shared, or group application accounts (e.g., a shared “admin” login) are strictly
prohibited unless there is a documented, formally justified organizational need that has been approved.

• Periodic Access Reviews: You must periodically review application-level accounts to validate the
continued need for access. Review privileged accounts at least quarterly and non-privileged accounts
at least annually.

How JWT authorization works
Game Warden automates OIDC authentication by injecting a signed JWT into the Authorization header as
traffic enters the cluster. The Authservice handles this process and replaces any client-provided headers to
prevent tampering. Because injection happens at the cluster boundary, the browser-side frontend cannot see
the header directly. Implement a /api/whoami endpoint to pass necessary claims to the UI.

Your application is responsible for:

1. Receiving the JWT via the injected Authorization: Bearer header.
2. Validating the JWT signature and expiration using a trusted public key. If you prefer the

Authservice to handle validation and token expiration, contact your Second Front representative to
request this setup.

3. Extracting claims (e.g., user roles, groups) to build role-based or attribute-based access controls.
4. Applying authorization logic to control access and ensure users can only reach appropriate views

or APIs.
5. Enforcing session expiration and re-authentication policies.

Best practices for secure access
Because the JWT is injected at the cluster boundary, the frontend does not need to store sensitive tokens
in localStorage or sessionStorage. This significantly reduces your application’s exposure to Cross-Site
Scripting (XSS) attacks.

Follow these access control best practices to protect your application and its users:

• Hide protected routes and UI elements on the frontend unless the user holds the correct role or
claim. Gating navigation improves user experience and reduces accidental exposure.

• Independently validate the JWT on the backend (critical). Verify the token’s signature against
Keycloak’s public keys to confirm it has not been tampered with after entering the cluster.

• Enforce claim-based authorization in your business logic. Use JWT fields such as roles,
groups, and email to implement fine-grained RBAC or ABAC access control as a second layer of
protection beyond what the platform provides.

• Validate and sanitize all user-submitted data. Platform-level authentication does not protect
against application-level vulnerabilities such as SQL injection or XSS.

• Log application-specific events to supplement Game Warden’s platform logs. Track actions such
as resource access and internal authorization failures to maintain full traceability.

Game Warden uses Istio in conjunction with Keycloak to apply network-layer authorization policies. This
allows you to restrict access to services based on JWT claims such as groups, enabling granular access control
that complements your in-application logic.
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Application-level monitoring and auditing
Second Front’s Security Operations Center (SOC) monitors accounts and atypical activity at the platform
and infrastructure layers. You are responsible for auditing your application layer, which includes:

• Auditing account creation, modification, enabling, disabling, and removal actions.
• Monitoring internal application accounts for atypical usage.
• Disabling user accounts within 24 hours when they are no longer required, and ensuring integration

with IdP HR termination processes.

Account lockouts and session management
Game Warden enforces strict FedRAMP-mandated lockout and session policies on all users:

• Unsuccessful Logon Attempts: After three (3) consecutive failed attempts, Keycloak locks the
account for 15 minutes or until an administrator releases it.

• Concurrent Sessions: Game Warden limits concurrent sessions via Keycloak to a maximum of three
(3) for privileged access and two (2) for non-privileged access.

• Inactivity Timeouts: Game Warden enforces session inactivity timeouts per FedRAMP requirements.
You are responsible for implementing a session expiration UI (such as a timeout overlay or redirect to
login) and ensuring your application triggers a logout when the session expires.

Account reactivation procedures
If a user triggers a lockout or inactivity disablement, they must follow these procedures to regain access:

• PKI Users (PIV/CAC): Users authenticating with government-issued credentials can typically re-
store their account automatically by logging in with a valid certificate.

• Non-PKI Users: Users without a valid certificate must verify via email. After entering their user-
name, Game Warden sends a verification email. Once the user verifies their email, they regain access.

FAQs
How does group and role membership work?

Group and role membership is centrally managed through Keycloak and should be defined during the user
onboarding process. To implement Role-Based Access Control (RBAC), your application can parse the JSON
Web Token (JWT claims provided by Keycloak upon successful authentication.

Can I configure Game Warden to inject its JWT into a custom authorization header?

No. The JWT is wrapped in an Authservice session cookie and not directly visible to the browser. Authservice
injects the JWT into the Authorization header of requests before forwarding them to your app.

Can I use a custom header for my application’s internal authentication or RBAC?

Yes. Because Game Warden’s Authservice reserves control of the standard Authorization header, you’ll
need to use a separate custom header (for example, X-Custom-Auth) to pass your own JWTs for internal
application logic. Game Warden does not strip custom headers, but your backend must explicitly handle
and validate them.

Header size limits
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Many web servers and proxies (such as Nginx) enforce default limits on the total size of HTTP
headers, often around 4 KB to 8 KB. Since JWTs can become fairly large, sending additional cus-
tom tokens alongside standard authentication headers may exceed these limits. If you encounter
issues such as dropped requests, 400 Bad Request responses, or header-related errors, review
your server and proxy configuration. You may need to increase the maximum allowed header size
to accommodate the additional tokens.

How does the login flow work?

1. The user navigates to the application front-end.
2. The Istio gateway intercepts the request and routes it through Authservice.
3. If no valid session token is present, Authservice redirects the user to Game Warden Keycloak for

authentication.
4. After successful login, the user is redirected back with an auth code.
5. Authservice exchanges the code for tokens, sets a session cookie, and Istio forwards the request to your

application.

Will the JWT token be visible in the browser or managed by the backend?

No. Game Warden manages these services and configures routing through Istio and Authservice on our side
using virtual services.

How do multi-tenant applications work on Game Warden?

Multi-tenancy is handled at the application level. Game Warden does not manage or enforce tenant
isolation—application owners are responsible for implementing user segmentation logic based on JWT claims,
such as groups.

Does our team need to install Authservice and Istio inside our own boundary?

No. Game Warden entirely manages these services.

What is the expected logout flow?

You can use the Keycloak end_session_endpoint to log users out universally across environments. This
value is published at: https://login.fedramp.gamewarden.io/auth/realms/gamewarden/.well-known/openid-
configuration.
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Security Processes for FedRAMP
This guide outlines key security responsibilities and processes customers must follow when deploying their
applications into Game Warden’s FedRAMP-authorized environment.

Incident response
While some of the Incident Response controls are partially inheritable, the responsibility of Incident Response
falls heavily on the customer.

If the customer has an incident, notify Second Front Security immediately at security@secondfront.com.
The Second Front Security Team will conduct an investigation in accordance with our Incident Response
Plan.

If the incident requires intervention or communication with Second Front Security Team, the team will reach
out to the customer via Slack or email to help resolve the issue.

Application security requirements
This section outlines the key security activities customers must complete and maintain to remain compliant
with FedRAMP and agency expectations.

Common Vulnerabilities and Exposures (CVEs) remediation

Important

The customer’s sponsor reserves the right to approve any CVEs normally not accepted by Second
Front. The approval must be obtained by the customer in writing from their sponsor. Anything
that is approved by the sponsor will need to be an operational requirement and a deviation
request must be submitted to Agency Security and the 3PAO.

All CVEs must comply with FedRAMP’s Acceptance Baseline Criteria. You must remediate each CVE, or
justify it for the Second Front Security Team to accept. For any CVE you cannot remediate, add it to your
Plan of Action and Milestones (POA&M) documentation with real, actionable incremental milestones to
reduce risk over time until you resolve it.

For any Critical or High CVE you cannot remediate (remove from the application before deployment), you
must either submit a deviation request or create a POA&M with actionable milestones.

Second Front Security Team will review each image’s remediation and justifications before allowing them to
be deployed to staging and/or production after FedRAMP Authorization is obtained.

You must resolve or justify all Moderate and Low vulnerabilities that exceed FedRAMP remediation timelines
before Production (PRD) deployment. Once Continuous Monitoring (ConMon) begins, these items move to
a POA&M.

For Moderate and Low vulnerabilities still within their remediation window, customers must exercise due
diligence to resolve or POA&M them before their respective deadlines.

Remediation Timeline

For required timeframes to remediate or justify findings, see Tables A–C in the Acceptance
Baseline Criteria.
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External Data Connections (EDCs)

All customers must list all EDCs according to Agency Security’s requirements for the Body of Evidence
(BoE).

Authorization Boundary Diagram (ABD)

All customers must complete an ABD according to our current FedRAMP processes found here.

For any changes to the ABD, you must add a new diagram to your account and communicate the changes
to Agency Security, 3PAO, and your sponsor.

Image hardening

All images must be hardened using Game Warden’s hardening script. No unhardened images may be
promoted to staging and/or production with the exception of images without a shell which will not be
hardened.

Second Front’s engineers will be responsible for applying hardening scripts to each image. Second Front
Security Team will be responsible for ensuring hardening scripts are applied to images during the Security
Review process.

Static Application Security Testing (SAST)

All customers must perform SAST scans on every codebase in images deployed to Game Warden. Customers
must upload the SAST results to the Game Warden application for the initial deployment.

Dynamic Application Security Testing (DAST)

All customers are responsible for running DAST on their applications in accordance with FedRAMP’s Con-
Mon requirements. Second Front offers DAST scanning in house for customers that can be run monthly.

ConMon
Once your application enters Game Warden’s FedRAMP-authorized environment, it begins an ongoing
monthly security reporting and review process. FedRAMP requires this process to maintain platform and
application security over time.

The sections below outline Second Front’s responsibilities and yours during ConMon.

Game Warden’s FedRAMP Authorization ConMon

The Second Front Security Team will submit the Game Warden relevant information on a monthly basis, in
accordance with FedRAMP standards. The Game Warden relevant information will encompass the Platform
as a Service and will not include the applications hosted on Game Warden. Second Front will not provide
the platform monthly continuous monitoring information to customers.

Second Front submits Asset Inventory Lists, Database Scans, Operating Systems Scans, and Web Application
Scans (only for images that Second Front uses), and Second Front’s POA&M. Second Front is not responsible
for any of the customer’s recurring submission requirements except for Database Scans.

Image scanning

The Game Warden application scans all production images for new CVEs/Vulnerabilities once a month.
Agency Security will help you pull down these scans so you can submit the images for ConMon.
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Create Plan of Action & Milestones
A Plan of Action & Milestones (POA&M) is a required security artifact that tracks known security weaknesses,
remediation plans, and progress toward resolution. For systems authorized under FedRAMP, the POA&M
provides transparency to Authorizing Officials (AOs), security assessors, and stakeholders by documenting:

• Identified vulnerabilities
• The associated control weaknesses
• Planned remediation actions
• Responsible parties
• Target remediation dates
• Risk status and severity

The POA&M is a living document that requires regular updates as vulnerabilities are discovered, remediated,
or reassessed.

When a POA&M is required
You must create or update a POA&M when:

• A security control fails or is partially implemented
• A vulnerability scan identifies a finding
• A penetration test identifies exploitable weaknesses
• A Security Assessment Report (SAR) identifies control deficiencies
• A continuous monitoring activity detects new issues
• A risk acceptance decision requires tracking mitigation activities

Key components of a POA&M document
A FedRAMP-compliant POA&M entry typically includes the following fields:

Field Description
POA&M ID Unique identifier for the weakness
Control ID Associated NIST SP 800-53 control (e.g., AC-2,

SI-2)
Weakness Description Summary of the security issue
Source of Finding Scan, assessment, or test identifying the weakness
Severity Risk rating (High / Moderate / Low)
Remediation Plan Steps planned to correct the issue
Milestones Intermediate remediation steps
Responsible Party Team responsible for remediation
Scheduled Completion Date Planned remediation deadline
Status Open, In Progress, or Closed
Comments Additional context or justification

How to complete POA&M requirements with the Security Advisory Services and
Agency

The Security Advisory Services and Agency will work with you to create and maintain your
application’s POA&M. Responsibilities divide as follows:

• Security Advisory Services and Agency:
– Identify the security weaknesses in your application
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– Map each finding to the applicable security control
– Determine severity and required completion date

• Your organization:
– Define a remediation plan for each finding
– Assign ownership and accountability for remediation

The POA&M creation process

While the Security Advisory Services and Agency team leads the technical mapping of your POA&M, the fol-
lowing steps outline the standard process. Reviewing these steps will help you understand how vulnerabilities
are transformed into actionable remediation plans.

1. Identify the security weakness Start by documenting the finding clearly and concisely. Include:

• The affected system component

• How the issue was identified

• The potential security impact

Example: Container image scan identified a critical vulnerability in the OpenSSL dependency used by the
application container.

2. Map the finding to a security control Associate each POA&M entry with the relevant NIST SP
800-53 control.

Example mappings:

Finding Type Likely Control
Vulnerable dependency SI-2 Flaw Remediation
Excessive privileges AC-6 Least Privilege
Weak encryption SC-13 Cryptographic Protection
Missing logging AU-2 Event Logging

3. Determine the severity FedRAMP severity ratings generally align with CVSS scoring or assessor
risk ratings.

Severity Description
High Requires immediate remediation
Moderate Requires remediation within defined timelines
Low Minor or informational issue

4. Define a remediation plan Describe the actions required to eliminate the vulnerability. Include:

• Technical remediation

• Configuration updates

• Dependency upgrades

• Process improvements
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Example remediation actions:

• Update vulnerable dependency

• Apply security patches

• Modify IAM policies

• Harden configuration settings

5. Assign responsibility Assign each POA&M item a clearly identified owner, such as the DevOps or
Application team.

6. Establish completion dates FedRAMP programs often require remediation timelines based on sever-
ity. Review the Acceptance Baseline Criteria for the exact timeline.

Example POA&M Entry

Click here to download an example POA&M entry.

Best practices

To ensure your POA&M remains effective:

• Keep entries concise and actionable. Focus on clear, specific remediation steps rather than vague
descriptions.

• Prioritize by risk. Address High severity findings first.
• Track progress consistently. Update status regularly to reflect current remediation state.
• Align with scan results. Ensure POA&M items stay in sync with the latest vulnerability scan

outputs.

Additional resources For more information on POA&M requirements, review:

• FedRAMP Continuous Monitoring Strategy Guide
• NIST SP 800-53 Rev. 5
• FedRAMP Security Assessment Framework
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Understanding Commercial Deployment
Second Front’s Commercial Deployment environment offers a secure, government-grade platform for software
vendors to deploy production-ready applications—without the delays of full DoW authorization. Deploying
into this environment allows your organization to serve regulated industries, engage defense stakeholders,
and prepare for future government deployment.

This guide outlines the Commercial Deployment environment, highlighting its key benefits, strategic use
cases, core platform features, security expectations, and the process for transitioning to Impact Level (IL)
2-5, or FedRAMP environments.

High-value use cases
The Commercial Deployment environment is ideal for organizations that need to:

• Serve defense and regulated markets with a secure environment that emulates DoW-grade com-
pliance practices.

• Validate product-market fit in a secure, government-grade environment—without needing a
DoW contract. Ideal for early-stage companies to build credibility, gather feedback, and demonstrate
value before pursuing formal government agreements.

• Demonstrate mission fit to government stakeholders, accelerating sales and partnership cycles.
• Prepare for government authorization by refining application security posture in a pre-ATO

setting.
• Deploy production applications to commercial end users, including defense contractors and primes,

without crossing into FedRAMP or IL4/5 boundaries.

Key benefits

Benefits Details
Government-equivalent security We host applications in a secure AWS US East

environment aligned with IL2/IL4 practices,
including: CVE scanning; SAST/DAST attestation
from the security team (*); Body of Evidence
(BoE); all without requiring a formal Certificate to
Field (CtF)/Software Approval.

Faster time to market No FedRAMP or IL4/IL5 authorization required to
onboard, deploy, or launch. Start engaging
customers and iterating on your product sooner.

Flexible onboarding and growth path Start in Commercial and migrate seamlessly to IL2,
IL4, IL5, or FedRAMP environments when you’re
ready—no need to start over.

Self-service access with managed support Self-register and begin setup with help from Second
Front support teams.

(*) As part of our security screening, Second Front (2F) Systems will perform the DAST scan, while your
organization is responsible for conducting and providing the SAST artifacts.
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Platform features

Feature Description
Isolated Commercial Infrastructure Hosted in AWS us-east-1; distinct from GovCloud

environments.
Secure Identity Management Uses Keycloak with support for SAML and OAuth

2.0.
Automated DevSecOps CI/CD, container scanning, and infrastructure

automation via GitLab, ArgoCD, and container
registry.

Integrated Monitoring Access built-in observability tools like Grafana for
logs and metrics.

Dedicated Ticketing System Manage deployments, onboarding, and support via
a dedicated support portal.

BoE Required for each app; DoW-specific sections
omitted for Commercial deployments.

Security expectations
Although the Commercial environment resides outside formal government boundaries (ATO/FedRAMP), it
upholds rigorous security protocols:

• Complete a BoE within the Game Warden platform.
• Identify and remediate all CVE vulnerabilities. When remediation isn’t possible, customers provide a

written justification or mitigation plan along with a proposed remediation timeline.
• Review and confirm SAST and DAST artifacts.
• Approve External Data Connections (EDCs).
• Optionally migrate to higher assurance environments with minimal disruption.

Second Front Security Operations Center participates in onboarding and monitoring setup for each deploy-
ment.

Customer journey
Launch and stay in Commercial

1. Register for access at https://login.secondfront.com/.
2. Complete onboarding with help from our support teams.
3. Submit your BoE.
4. Pass a security review.
5. Deploy your application to production.

Migrate to DoW or FedRAMP environment

1. Start in Commercial and mature your application.
2. Seamlessly migrate to IL2, IL4, IL5, or FedRAMP using a shuttle service developed by Second Front.
3. Undergo a full security review and receive AO approval in your new environment.
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FAQs
How do I get started?

Create an account at https://login.secondfront.com/. When prompted, register your organization and add
users.

Can I deploy to cloud regions other than AWS US East (us-east-1)?

Currently, no. However, you may submit region requests to the product team for future consideration.

Do I need to complete a BoE?

Yes. While some DoW-specific sections are optional, the majority of the BoE must be completed before
deploying to production.

Will my app be reviewed for security before going live?

Yes. All production deployments require a security review, even in the Commercial environment.

Is this a FedRAMP-authorized environment?

No. The Commercial environment is separate from FedRAMP and ATO boundaries, though it mimics
IL2/IL4 practices for development and security posture.

What’s next
As adoption grows, Second Front is continuing to enhance the Commercial Deployment offering with:

• A one-click migration path to higher ILs
• Enhanced environment labeling and navigation
• Dynamic login methods based on region
• Improved onboarding automation and observability

Got a question? Reach out to Second Front System today!
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Commercial Deployment Security Policies
This guide outlines the security processes and standards required for applications deployed in Second Front’s
Commercial Deployment environment. Although the Commercial Deployment environment is outside formal
Authorization to Operate (ATO) and FedRAMP boundaries, our goal is to uphold the same rigorous security
practices used in Department of War (DoW) environments, including:

• Body of Evidence (BoE)
• CVE Management
• External Data Connections (EDCs)
• Authorization Boundary Diagram (ABD)
• Image Hardening
• DAST & SAST Requirements

BoE
All applications must have a completed BoE within the Game Warden platform. The following sections may
be omitted:

• Role Identification
• Information Security Plan
• CAC Personnel
• Secure Software Development Framework (SSDF) Attestation
• Certificate to Field (CtF) Recommendation Memo

CVE management
All applications must comply with Second Front’s Acceptance Baseline Criteria for vulnerabilities (CVEs):

• You must remediate all CVE vulnerabilities. When remediation isn’t possible, submit a written
justification or mitigation plan with a proposed timeline.

• Second Front’s security team must review and approve justifications before deployment to development
or production.

• If you cannot remediate a Critical or High CVE, the security team must sign a risk acceptance
memo before deployment.

External Data Connections (EDCs)
You must document all external data connections in the BoE and include them in the Authorization Bound-
ary Diagram. Second Front’s security team must review and approve each EDC before you use it in the
application.

Authorization Boundary Diagram (ABD)
An Authorization Boundary Diagram visually maps your system’s components, data flows, and security
boundaries. It ensures your system integrates securely with Game Warden and meets DoW deployment
standards.

All customers must submit an Authorization Boundary Diagram in accordance with DoW deployment stan-
dards. This diagram should include:
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• All containers
• Communication flows
• Ports and protocols
• External data connections

For submission requirements, see Authorization Boundary Diagram.

Image hardening
Second Front engineers harden all container images using Game Warden’s official image hardening scripts.
The security team verifies this process as part of the security review. Only hardened images qualify for
promotion to staging or production environments.

DAST and SAST requirements
DAST Scan

As part of our security screening, Second Front performs Dynamic Application Security Testing (DAST)
scan on all container images.

• DAST scans must meet DoW-level standards.
• Third-party reviewers are not required to review DAST results for commercial deployments.

SAST Scan

Customers must perform Static Application Security Testing (SAST) on all container images.

• These scans must meet the same standards as DoW deployments.
• Customers must submit results as part of the security review.

Second Front is committed to maintaining strong security practices across all deployment environments.
Adhering to the policies in this document ensures your applications are production-ready, defensible, and
aligned with federal cybersecurity expectations—even without a formal government authorization boundary.

Got a question? Submit a support ticket today!
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Game Warden Account Setup Guide for Commercial Deployments
Game Warden enables you to deploy your application to a commercial network using a secure, managed
deployment environment with built-in compliance support. This guide walks you through setting up your
account and getting started.

Create your account
1. Visit Game Warden for Commercial Deployment, then click No account? Click here to register

now.

2. On the Regular User Registration page, enter the following:

• Your first name and last name.
• Select the organization your affiliation belongs to; otherwise, select Other.
• Select your rank or pay grade. The military organizes ranks by service branch, and civil service

grades range from AA to SCS. Select N/A if none apply.
• Enter your organization name.
• Enter a username and your work email address.
• Optionally, provide an access note. This helps administrators assign the appropriate access.
• Create and confirm your password.

3. Click Register.

4. When prompted, complete the multi-factor authentication process:
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1. Install an authentication app (e.g., FreeOTP, Microsoft Authenticator, or Google Authenticator)
on your mobile device.

2. Open the app and scan the QR code displayed on the screen.
3. Enter the current code from your authenticator app into the Six digit code field, and optionally

provide the device name to help manage your OTP devices.
4. Click Submit.

5. Review the consent form and click Accept to continue.

6. On the Keycloak Personal Info page, confirm your information and click Save.

Log in to your account
1. Once your account has been set up by Second Front, visit Game Warden for Commercial Deployment.
2. Enter the username and password you created during registration.
3. Click MFA Log In.
4. Enter the current code from your authenticator app and click MFA Log In.
5. Review the consent form and click Accept to access the Game Warden app.

Troubleshooting & best practices

• Forgot your password? Click Forgot Password? on the login page to reset your password.
• Need more help? Use the Click here or email us links at the bottom of the page.
• Keep your MFA method private and secure.
• Always log out when you’re away from your computer or working on a shared device.

Remove a team member from your Game Warden app
Users with the Customer Admin role can remove a team member by following these steps:

1. In the left sidebar, go to the Company Profile tab.
2. Search for the team member by name and click the option menu (�).
3. Select Remove User.
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General Requirements
Before contacting the Game Warden team, ensure your deployment meets the following general requirements.
These apply based on whether you are deploying to DoW, FedRAMP, or Commercial environments.

Requirements comparison
DoW requirements

Category Requirements
Account Requirements Must support P1 SSO authentication only.
Authentication Requirements Appgate SDP is required for IL4+ access unless

connected via NIPRNet or NIPRNet VPN (e.g.,
Air Force Desktop Anywhere). Appgate must
remain active during the session. A P1 SSO
account is required to use Appgate SDP.

Hardware & Compatibility Requirements If using External Certification Authority (ECA)
card, you must use Windows or macOS to
download your digital certificate. Linux/Ubuntu
is not supported and may cause compatibility issues.
Recommended browsers: Microsoft Edge or
Google Chrome on Windows, Mozilla Firefox
on macOS. Always use the latest browser versions.
Read more about IdenTrust certificate
compatibility.

Government Contract Requirement Must maintain an active DoW contract for
deployment eligibility. Only Common Access Card
(CAC), ECA, or Personal Identity Verification
(PIV) card holders may access Game Warden for
sensitive classifications.

Domain & Environment Requirements Applications must be deployed under the
afwerx.dso.mil domain (or 2f.mil or DISA).

FedRAMP requirements

Category Requirements
Account Requirements Must support OAuth 2.0 or SAML Identity

Providers.
Government Contract Requirement Government sponsor required.
Domain & Environment Requirements Applications must be deployed in the Game

Warden FedRAMP environment.

Commercial requirements

Category Requirements
Account Requirements Must support OAuth 2.0 or SAML Identity

Providers.
Government Contract Requirement No contract required.
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Category Requirements
Domain & Environment Requirements Applications must be deployed in the Game

Warden Commercial environment.

Need help?
The Game Warden team is available to help ensure your product aligns with these requirements and to
provide guidance throughout your deployment process. Contact the Growth team for assistance or additional
information.
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Technical Requirements
To deploy an application on Game Warden, your solution must satisfy the following architecture and security
specifications before you engage the Game Warden onboarding team.

Architecture
• Containerization (OCI-compliant) - The application must run in containers that conform to

the Open Container Initiative (OCI) specification.
• Kubernetes compatibility - The application must be deployable on Kubernetes, using standard

Kubernetes primitives (Deployments, StatefulSets, Services, ConfigMaps, etc.) and must not rely
on host-level access or non-Kubernetes runtimes.

• Database seeding:
– Provide automated seed services or SQL/DDL scripts for the Game Warden team to execute.
– At IL4 you will not have direct write access to production databases.

• CPU architecture - Workloads must target AMD64/x86_64 or ARM64/AArch64.

Security

Requirement Details
Meeting ATO vulnerability baseline Game Warden performs continuous

security scans. All findings must be
remediated in accordance with the
Acceptance Baseline Criteria.
Components must be patched regularly
to maintain ATO compliance.

Continuous CVE remediation New CVEs discovered post-deployment
must be resolved promptly by the
application team.

DoW-approved authentication Applications must integrate with a
DoW-approved identity
provider—Game Warden SSO or
Platform One SSO.

Credentialed access (IL4+) Personnel accessing IL4+ environments
require a valid government access card
credential obtained through standard
DoW vetting.

Data classification limits Permitted data classifications: CUI,
PII, IL2, IL4, IL5, ITAR. Contact
Game Warden before processing IL6,
Special Access Programs (SAP),
or Sensitive Compartmented
Information (SCI) data.

AWS GPU support by environment
AWS GovCloud East (IL2 - IL5)

For a list of Amazon EC2 instance types available in AWS GovCloud (US-East), see the AWS documentation.
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AWS Secret Partition (IL6)

EC2 Instance Instance Name GPU Supported
g3 g3.4xlarge 1 NVIDIA Tesla M60 GPU, with

2048 parallel processing cores and
8 GiB of video memory

g3 g3.8xlarge 2 NVIDIA Tesla M60 GPUs, each
with 2048 parallel processing
cores and 8 GiB of video memory

g3 g3.16xlarge 4 NVIDIA Tesla M60 GPUs, each
with 2048 parallel processing
cores and 8 GiB of video memory

g4dn g4dn.xlarge 1 NVIDIA T4 Tensor Core GPU
g4dn g4dn.2xlarge 1 NVIDIA T4 Tensor Core GPU
g4dn g4dn.4xlarge 1 NVIDIA T4 Tensor Core GPU
g4dn g4dn.8xlarge 1 NVIDIA T4 Tensor Core GPU
g4dn g4dn.12xlarge 4 NVIDIA T4 Tensor Core GPUs
g4dn g4dn.16xlarge 1 NVIDIA T4 Tensor Core GPU
g4dn g4dn.metal 8 NVIDIA T4 Tensor Core GPUs
g5 g5.xlarge 1 NVIDIA A10G Tensor Core

GPU
g5 g5.2xlarge 1 NVIDIA A10G Tensor Core

GPU
g5 g5.4xlarge 1 NVIDIA A10G Tensor Core

GPU
g5 g5.8xlarge 1 NVIDIA A10G Tensor Core

GPU
g5 g5.16xlarge 1 NVIDIA A10G Tensor Core

GPU
g5 g5.12xlarge 4 NVIDIA A10G Tensor Core

GPUs
g5 g5.24xlarge 4 NVIDIA A10G Tensor Core

GPUs
g5 g5.48xlarge 8 NVIDIA A10G Tensor Core

GPUs
p3 p3.2xlarge 1 NVIDIA Tesla V100 GPU,

pairing 5,120 CUDA Cores and
640 Tensor Cores

p3 p3.8xlarge 4 NVIDIA Tesla V100 GPUs,
each pairing 5,120 CUDA Cores
and 640 Tensor Cores

p3 p3.16xlarge 8 NVIDIA Tesla V100 GPUs,
each pairing 5,120 CUDA Cores
and 640 Tensor Cores

p3dn p3dn.24xlarge 8 NVIDIA Tesla V100 GPUs
p5 p5.48xlarge 8 NVIDIA H100 Tensor Core

GPUs
p5en p5en.48xlarge 8 NVIDIA H100 Tensor Core

GPUs

AWS Top Secret Partition

2



EC2 Instance Instance Name GPU Supported
g3 g3.4xlarge 1 NVIDIA Tesla M60 GPU, with

2048 parallel processing cores and
8 GiB of video memory

g3 g3.8xlarge 2 NVIDIA Tesla M60 GPUs, each
with 2048 parallel processing
cores and 8 GiB of video memory

g3 g3.16xlarge 4 NVIDIA Tesla M60 GPUs, each
with 2048 parallel processing
cores and 8 GiB of video memory

g4dn g4dn.xlarge 1 NVIDIA T4 Tensor Core GPU
g4dn g4dn.2xlarge 1 NVIDIA T4 Tensor Core GPU
g4dn g4dn.4xlarge 1 NVIDIA T4 Tensor Core GPU
g4dn g4dn.8xlarge 1 NVIDIA T4 Tensor Core GPU
g4dn g4dn.12xlarge 4 NVIDIA T4 Tensor Core GPUs
g4dn g4dn.16xlarge 1 NVIDIA T4 Tensor Core GPU
g4dn g4dn.metal 8 NVIDIA T4 Tensor Core GPUs
g5 g5.xlarge 1 NVIDIA A10G Tensor Core

GPU
g5 g5.2xlarge 1 NVIDIA A10G Tensor Core

GPU
g5 g5.4xlarge 1 NVIDIA A10G Tensor Core

GPU
g5 g5.8xlarge 1 NVIDIA A10G Tensor Core

GPU
g5 g5.16xlarge 1 NVIDIA A10G Tensor Core

GPU
g5 g5.12xlarge 4 NVIDIA A10G Tensor Core

GPUs
g5 g5.24xlarge 4 NVIDIA A10G Tensor Core

GPUs
g5 g5.48xlarge 8 NVIDIA A10G Tensor Core

GPUs
g6 g6.xlarge 1 NVIDIA L4 Tensor Core GPU
g6 g6.2xlarge 1 NVIDIA L4 Tensor Core GPU
g6 g6.4xlarge 1 NVIDIA L4 Tensor Core GPU
g6 g6.8xlarge 1 NVIDIA L4 Tensor Core GPU
g6 g6.16xlarge 1 NVIDIA L4 Tensor Core GPU
g6 g6.12xlarge 4 NVIDIA L4 Tensor Core GPUs
g6 g6.24xlarge 4 NVIDIA L4 Tensor Core GPUs
g6 g6.48xlarge 8 NVIDIA L4 Tensor Core GPUs
p3 p3.2xlarge 1 NVIDIA Tesla V100 GPU,

pairing 5,120 CUDA Cores and
640 Tensor Cores

p3 p3.8xlarge 4 NVIDIA Tesla V100 GPUs,
each pairing 5,120 CUDA Cores
and 640 Tensor Cores

p3 p3.16xlarge 8 NVIDIA Tesla V100 GPUs,
each pairing 5,120 CUDA Cores
and 640 Tensor Cores

p3dn p3dn.24xlarge 8 NVIDIA Tesla V100 GPUs
p4d p4d.24xlarge 8 NVIDIA A100 Tensor Core

GPUs
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EC2 Instance Instance Name GPU Supported
p5 p5.48xlarge 8 NVIDIA H100 Tensor Core

GPUs

GCP GPU support
Below are the GPUs supported in the us-east4 region (Northern Virginia) for Assured Workloads:

GPU Model Machine Series Typical Use Case
NVIDIA H100 (80GB) A3 Large-scale AI training and LLM

fine-tuning.
NVIDIA A100 (40GB/80GB) A2 High-performance deep learning

and data science.
NVIDIA L4 G2 AI inference, video processing,

and smaller training tasks.
NVIDIA T4 N1 Cost-effective inference and

graphics acceleration.
NVIDIA RTX PRO 6000* G4 High-end workstations and

Blackwell architecture tasks.

Azure GPU support
Below are the GPUs supported in Azure Government Cloud (US Gov Virginia):

Series GPU Model Primary Use Case
ND H100 v5 NVIDIA H100 High-End AI: LLM training and

massive Generative AI.
ND A100 v4 NVIDIA A100 (80GB) Deep Learning: Large-scale

training and high-memory HPC.
NCads H100 v5 NVIDIA H100 Inference/Training: Focused on

PCIe H100 performance.
NCas T4 v3 NVIDIA T4 Inference: Lightweight AI, video

encoding, and data processing.
NVads A10 v5 NVIDIA A10 Visualization: Graphics-heavy

apps, CAD, and VDI.
NCv3 / NCv2 NVIDIA V100 / P100 Legacy Compute: Older HPC

workloads (often being phased
out).

Programming language
Game Warden does not impose restrictions on your choice of programming language or framework. You can
deploy your application in any language, as long as it is packaged as a Linux-based container. Note that
Windows-based containers are not supported.
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Next steps
Confirm your architecture and security posture meet the requirements above, then contact the Game Warden
team. We’ll help ensure alignment and support your application launch. Reach out to the Growth team at
growth@secondfront.com for details.
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Supported Design Patterns
Supported design patterns define technical and security requirements for integrating customer applications
with the Game Warden platform. These patterns guide customers on architectural expectations, security
compliance, and operational considerations to streamline onboarding and deployment.

Architecture
Must-Have

Specification Details
Containerized applications Applications must be containerized and comply

with Open Container Initiative (OCI) standards.
Database seeding services or scripts Provide database seeding services or scripts for

Game Warden to execute, especially at IL4 where
production database write access is restricted.

Complete applications Applications must be fully functional before
starting the onboarding process.

Nice-to-Have

Specification Details
Built-in database migration Your organization should handle your own data and

schema migrations.
Microservice architecture Single service per container is preferred to promote

reliability.
Dummy data for testing Provide dummy data or data scrubbing methods for

Staging (STG) environment testing.
End-to-end automated testing Implement automated testing to validate

application functionality.
Structured logs Use structured logging to simplify observability and

troubleshooting.
Configuration documentation Provide documentation for configuration variables

and APIs.
Simple Helm charts Prefer Helm charts designed for Helminator,

supported by detailed Authorization Boundary
Diagrams.

Logs to stdout Log to stdout for seamless collection and analysis
with observability tools.

Detailed diagrams Submit comprehensive Authorization Boundary
Diagrams showing ports, protocols, and system
architecture.

Acceptable Use

Specification Details
Single points of failure Must function reliably; Game Warden will assist

with resilience improvements.
Monolithic applications Accepted but increase operational complexity.
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Specification Details
S3-hosted frontends Supported with conversion to NGX containers as

needed.
Own Helm charts or Kustomize manifests Supported but Helm (via Helminator) is preferred.

Knowledge of Kubernetes is required.
Mobile applications Supported.

Deal Breaker

Specification Details
Moving high Impact Level (IL) data to lower ILs Prohibited to prevent data spillage.
External connections outside NIPRNet Not supported; feature under future consideration.
IL4/IL5 access without Appgate SDP For AFWERX deployment, must use Appgate SDP

or approved VPN when not on NIPRNet.

Security
Must-Have

Specification Details
Data classification adherence Only approved classifications (CUI, PII, IL2, IL4,

IL5, ITAR (International Traffic in Arms
Regulations)) are allowed. Contact Game Warden
for IL6, SAP (Special Access Program), or
SCI(Sensitive Compartmented Information) data.

Keycloak integration All applications must use Game Warden’s Keycloak
for access control.

ATO compliance Applications must meet Authority to Operate
(ATO) standards and address security
vulnerabilities promptly.

Integration with DoW-approved authentication Only Game Warden and Platform One
authentication services are supported.

Government-issued access credentials Common Access Card (CAC), External Certification
Authority (ECA), or Personal Identity Verification
(PIV) credentials are required for IL4+ access.

Regular updates Applications must be maintained and updated to
mitigate known vulnerabilities to ensure alignment
with the Acceptance Baseline Criteria.

Authorization Boundary Diagram Provide a detailed diagram showing components,
data flow, ports, protocols, and external
connections.

Active DoW contract Required for IL4+ deployment.

Nice-to-Have
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Specification Details
Case-by-case external data transit Requires Game Warden review and government

approval.
Pre-scan with Anchore open source tools Recommended before submitting images.
Data classification tagging Use data tags (e.g., CUI) to aid in proper handling.
Known base containers We recommend using Game Warden-provided or

commonly supported base images, such as Universal
Base Images (UBIs), which streamline security
review and troubleshooting.

Acceptable Use

Specification Details
Data pull operations Allowed when initiated within the Game Warden

boundary.
NIPRNet external connections Permitted with NIPRNet IP whitelisting.
Iron Bank-based containers Acceptable if they meet Iron Bank baseline

standards.

Deal Breaker

Specification Details
Hosting classified data Prohibited on Game Warden; deployment to

classified networks requires ODIN.
Data movement from higher to lower ILs Strictly prohibited.
No Game Warden SSO for IL4/IL5 Mandatory to use Game Warden SSO.
Non-accredited external connections External IL4/IL5 connections must be to accredited

systems.
Unvetted commercial data streaming Requires pre-approval discussion with Game

Warden.

General
Must-Have

Specification Details
DoW contract for IL4/IL5 An active DoW contract is required to deploy to the

IL4 and IL5 Staging (STG) and Production (PRD)
environments.

U.S. Citizenship Required for engineers involved in deployment.
.mil domain association For AFWERX, applications must deploy under

afwerx.dso.mil.
2F.mil domain association For DISA, applications must deploy under 2F.mil.

Nice-to-Have
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Specification Details
Knowledge of Kubernetes and microservices Facilitates collaboration and troubleshooting.
Allow Game Warden to host/mirror code Preferred; planned feature on the roadmap.
Proactive application testing Recommended prior to deployment.

Acceptable Use

Specification Details
IL2 deployment without DoW contract Supported.
Use of AWS GovCloud East Supported with future plans to expand to

GovCloud West.

Deal Breaker

Specification Details
No DoW contract for IL4+ Cannot deploy beyond IL2 without an active DoW

contract.

Feature requests
Have ideas for new features or improvements in Game Warden? We want to hear from you! Reach out to
our Product team at product@secondfront.com.
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Recommended Containers
Your application must be containerized to deploy on the Game Warden platform. Although you are free
to use any container tools, Game Warden recommends the following options to simplify onboarding and
increase the likelihood of security approval:

• Chainguard
• Iron Bank
• Other container options

Chainguard containers
Chainguard provides minimal, security-focused container images designed to reduce vulnerabilities and sim-
plify compliance.

These images are typically smaller and less complex, often resulting in zero Common Vulnerabilities
and Exposures (CVEs).

Why choose Chainguard

• Minimal footprint with a strong security posture.
• Often CVE-free, reducing your remediation burden.
• Free when using images tagged latest.

Usage guidelines

• You may build upon Chainguard base images and push your derived images to the Game Warden
Harbor registry.

• The latest tag always pulls the newest image version, which may introduce unexpected changes. To
avoid unexpected changes, always:

– Pull the latest tag.
– Retag the image with your specific application version.
– Push the tagged version to Game Warden.

• Chainguard images with tags other than latest may require a paid subscription. Contact your Mission
Success Manager (MSM) for partnership details.

Iron Bank containers
Iron Bank hosts hardened container images vetted by Platform One (P1) to meet Department of War (DoW)
standards. These images can be pushed to Harbor registry, and eventually deployed to Game Warden.

When selecting images from Iron Bank, pay close attention to two key ratings — they help assess the security
posture of each image:

• Acceptance Baseline Criteria (ABC) - Indicates whether the image meets Iron Bank’s security
compliance standards.

• Overall Risk Assessment (ORA) - Scored between 0% and 100%, where higher scores reflect better
security posture.

We recommend choosing images that are ABC Compliant with an ORA of 80% or higher to improve
your chances of approval on the Game Warden platform.
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Responsibilities when using Iron Bank

• Understand the ABC and ORA scores of your selected images.
• Notify the Game Warden team when you plan to use Iron Bank images, especially those currently

marked as compliant with strong ORA scores.
• Monitor image compliance regularly and stay informed on End of Life (EoL) status, as image compliance

can change over time.
• If a container’s compliance status changes:

– Coordinate with the image owner through P1 to resolve issues.
– Migrate to a compliant image if necessary.

• Always use the latest, compliant version of your selected image.

If an Iron Bank container does not initially meet security requirements, you may be asked to select a different
image. However, containers below the recommended thresholds may still be approved after review by the
Game Warden security team:

• Low and Medium CVEs exceeding thresholds may be justified.
• High and Critical CVEs are assessed individually for security impact.

To minimize approval delays, notify the Game Warden team early when selecting images for deployment.

Images with EoL status

• EoL images are unsupported and likely won’t pass security review.
• Typically, you’ll have 6–12 months of overlap between new and deprecated images.
• Check for updates monthly to maintain compliance.

How to pull from Iron Bank

1. Log into the Iron Bank Catalog using your P1 SSO.

2. Search for your preferred image.

3. From the search results, select the image to view the Registry One Docker pull command.

4. Locate the pull command for your image, for example:

docker pull registry1.dso.mil/ironbank/big-bang/argocd:v2.4.7
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Other container options
You may choose to build your own containers or select images outside of Chainguard or Iron Bank. However,
these images will undergo more rigorous security scrutiny.

If you do, we recommend scanning your images with open-source tools such as Trivy or Grype to identify
and address Common Vulnerabilities and Exposures (CVEs) before submitting to Game Warden.

Recommended practice: Distroless containers

Distroless containers are minimal container images that include only the application and its runtime depen-
dencies — they exclude the operating system package manager and unnecessary libraries. This approach
improves security by reducing the container’s attack surface and limits the potential for vulnerabilities.

Benefits of distroless containers

• Smaller image size, leading to faster downloads and deployments.
• Fewer included libraries and tools, reducing the attack surface.
• Lower CVE exposure due to minimal dependencies.
• Easier to maintain and deploy consistently.
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Mobile Access Guidance
This guide outlines how Game Warden supports mobile access and sets expectations for customers considering
mobile solutions.

Recommended: Progressive Web Applications (PWAs)
Game Warden recommends customers build responsive Progressive Web Applications for mobile use.

Why PWAs?

• Work across any standards-compliant browser
• Do not require app store distribution
• Compatible with Appgate SDP and Keycloak
• Simplify deployment and maintenance

PWAs are the best way to offer mobile access while meeting Game Warden’s security and compliance
requirements.

Not Supported: Personal or Unmanaged Devices
Game Warden does not allow mobile applications on personal or unmanaged devices at any Impact Level.
These devices are not authorized to handle Controlled Unclassified Information (CUI) or sensitive data. This
restriction is enforced by federal policy and is not expected to change.

Possible with Conditions
If you have a government partner and a signed contract, you may explore the feasibility of deploying a mobile
app on government-issued devices.

To begin, you must provide:

• A sponsoring government partner with a signed contract
• Design specifications for the mobile application
• Specifications for the edge device
• Details on the intended use case

Customer responsibilities

• You and your government partners are responsible for mobile app security, design, and
compliance.

• Second Front will assist only after feasibility is established with the government sponsor.
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Securing External Data Connections
Securing data exchange is essential for applications deploying in both Commercial and DoW Impact Level
(IL) environments. Every External Data Connection (EDC) must be carefully planned, documented, and
reviewed to ensure compliance with DoW security standards.

This guide outlines the requirements and security practices for safely establishing EDCs in the Game Warden
platform.

Why securing EDCs matters
Improperly configured external connections can lead to data spills, unauthorized access, and
CtF/Software Approval delays. For example:

• An IL4 application cannot send Controlled Unclassified Information (CUI) to an IL2 system or public
internet endpoint.

• All data moving over external connections must be encrypted using FIPS-compliant standards.
• Game Warden must verify that connections don’t bypass IL segmentation rules.

Key security requirements
• Data Flow Documentation – Diagrams and written descriptions of all inbound, outbound, and

bidirectional data flows.
• Encryption In Transit – All data must be protected with TLS 1.2+ (e.g., mTLS).
• Encryption At Rest – External systems must use FIPS 140-2 validated encryption modules or

equivalent.
• Impact Level Segmentation – Data must remain within its assigned IL unless explicitly approved.

Security guidelines for Impact Levels
IL2 – Public or Non-Critical Mission Data

• Enforce basic access controls and authentication
• Use TLS 1.2+ encryption for all data in transit
• Maintain activity logging and monitoring to detect misuse
• Avoid exposing non-public DoW data despite lower sensitivity

IL4 – Controlled Unclassified Information (CUI)

• Strictly enforce IL segmentation—CUI must remain within IL4 or higher
• Do not process or store National Security System (NSS) CUI
• Apply encryption at rest using FIPS 140-2 validated modules
• Maintain role-based access control (RBAC) and audit logging
• Mission Owner Attestation may be required before approving EDCs

IL5 – Higher Sensitivity CUI / Mission-Critical

• Enforce least privilege for all users and services
• Segment workloads to isolate sensitive functions
• Apply continuous monitoring (e.g., IDS/IPS, SIEM)
• Encrypt all external data at rest and in transit
• Document and justify all boundary-crossing data flows
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• Cross-IL data movement requires formal security review

IL6 – Classified Systems

• Continuous monitoring and active threat detection
• Apply the strongest possible encryption for all data
• Enforce restricted physical and logical access
• Follow NSA/DoW-defined cross-domain control protocols
• External connections must use approved cross-domain solutions and are rarely permitted

EDC and Sponsoring Agency approval
Second Front customers can leverage an authorizing agency sponsor to extend their application’s capabilities
beyond the Game Warden boundary. This allows for the integration of external services and data sources
while maintaining a robust security posture.

Key guidance

• Authorizing Official (AO) Authority: Your application’s risk-owning AO has the authority to
approve External Data Connections (EDCs) residing outside the approved Game Warden boundary.
This includes connections to other ATO’d environments or API-extensible managed services, provided
they meet your application’s required IL.

• Documentation & Compliance: To facilitate the approval process, all EDCs-including external
managed services-must provide the information outlined in the EDC Checklist. This documentation is
vital for the AO’s risk assessment and ensures the connection adheres to platform security standards.

• Customer Licensing & Access: For all EDCs to external APIs, customers are responsible for
procuring necessary licenses and managing API credentials as required for their specific mission use
case.

Commercial connection rules
Commercial data connections entering a DoW-IL environment must follow a strict ingress-only policy—
this includes IL2 environments. Outbound or bidirectional communication is not allowed unless explicitly
approved through the EDC request process.

Following these security requirements—and taking a proactive approach to risk management—helps teams
maintain secure data flows, protect critical systems, and ensure mission continuity. A documented incident
response plan is also essential for addressing potential security events swiftly and effectively.

EDCs checklist
If your application includes any EDCs, you must submit an EDC request package to Second Front for review
and approval. Use the checklist below to validate your setup before assembling the required artifacts for
your submission.

Impact Level Segmentation

Checklist items:

• Are data flows confined to their respective ILs?
• Do systems only communicate with others at the same IL?
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Data Protection

Checklist items:

• Is data encrypted in transit (mTLS 1.2+)?
• Is data encrypted at rest (FIPS 140-2 validated modules)?

Connection Documentation

Checklist items:

• Have you included a complete network diagram?
• Have you described the data types, purpose, and justification for each connection?

IL-Specific Requirements

Checklist items:

• IL2: Are external connections limited to essential, public-facing services?
• IL4: Has a Mission Owner Attestation been signed (if applicable)? No NSS CUI processed?
• IL5: Are encryption, logging, and access controls in place?
• IL6: Are strongest encryption and continuous monitoring in place?

CTI Containment

Checklist items:

• Have you ensured that no Controlled Technical Information (CTI) is transmitted outside the DoW
environment?

Data Traversal Between ILs

Checklist items:

• If data must traverse between different Impact Levels (ILs), has a formal security review and approval
been completed?

Commercial-to-DoW Connections

Checklist items:

• Does your commercial connection follow the ingress-only rule (unless explicitly approved)?

Security Posture

Checklist items:

• Are vulnerability scans conducted regularly?
• Are IDS/IPS systems in place?
• Is the principle of least privilege enforced?
• Is continuous monitoring active?
• Is there an incident response plan?

Required artifacts
Include the following with your EDC request:

• List of all IPs, ports, and protocols
• Direction of data flow for each connection
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• Description of transmitted data types
• Diagram showing data flow and boundary crossings, similar to the already existing Authorization

Boundary Diagram provided as part of the Body of Evidence (BoE)
• Justification and purpose for each connection

Need help?
For questions or to submit your request package, contact your Mission Success Manager (MSM).
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External Messaging Services
External messaging services allow your Game Warden-deployed application to send outbound, no-reply
messages to users through supported cloud-native tools. These services can deliver emails, pub/sub events,
or webhooks using providers like AWS, GCP, or Azure.

The information in this guide helps you build secure, compliant, and effective user messaging into your
application, without violating DoW or Game Warden requirements.

Supported messaging types
Game Warden supports the following message types:

Message
Type Supported Providers Description
Email AWS SES, SendGrid, Mailgun Send outbound, no-reply emails
Pub/Sub GCP Pub/Sub, Azure SB Broadcast internal or external events
Webhooks Custom HTTPS endpoints Connect with third-party systems

Template configuration
You can define custom message templates that originate from within your application and serve specific use
cases. Below are some common use cases:

Use Case Example
User Notification “You have new documents available for download.”
Credential Expiry Alert “Your password will expire in 3 days.”
System Maintenance Notice “System maintenance is scheduled for 22:00 UTC.”
Event Trigger Notification “Your request has been processed successfully.”

Template design guidelines
To ensure compliance and prevent security issues, follow these rules:

• Use generic, non-personalized language (e.g., “You have a new message. Log in to view.”)
• Do not include Controlled Unclassified Information (CUI) or personal identifiable information
• Avoid CUI markings or classification labels
• Carefully validate any dynamic template variables to avoid leaking sensitive content

Warning

If CUI data is sent through these services, it may cause data spillage into unauthorized networks
or storage systems.
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Customer responsibilities
Game Warden cannot determine which data is CUI across all customer applications. Your team must:

• Work with your Mission Owner to identify what qualifies as CUI
• Ensure message templates do not expose sensitive data
• Prevent unauthorized distribution of CUI through external services

�Info

If you suspect a CUI data spillage, report the incident immediately by following the procedure
outlined in the Customer Incident Reporting Procedure.

Need help?
If you’re unsure about your messaging integration or compliance boundaries, contact your Mission Success
Manager (MSM).
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Game Warden Platform Architecture
Game Warden Platform provides a secure, scalable, and compliant environment for deploying SaaS ap-
plications to government networks. With built-in Authority to Operate (ATO) inheritance, observability,
and CI/CD integration, the platform minimizes operational overhead while maintaining strict security and
compliance standards.

The following sections provide an overview of Game Warden’s architectural components.

Customer-managed components
Your organization owns and operates the following components:

• Software development: Application code is developed using standard development tools and frame-
works (e.g., GitHub, GitLab, Bitbucket).

• Container build pipeline: Use a CI/CD pipeline managed by your organization to generate a Docker
container image of your application’s code.

Meet 2F Workshop

Second Front offers a secure, pre-integrated development environment called Workshop, designed
to help you build and deploy apps faster within Game Warden. Workshop includes hardened
containers, built-in security scans, and ready-to-use CI/CD pipelines—reducing setup time and
helping you meet compliance requirements from day one.

Second Front container registry
This is a secure, Game Warden-managed registry where validated application containers are stored. These
containers are processed through a security and release pipeline before being deployed into the Game Warden
Platform.

1

https://helpcenter.gamewarden.io/glossary/#authorization-to-operate-ato
https://www.secondfront.com/products/workshop/


Game Warden Platform
The core platform is responsible for securely hosting and managing the lifecycle of SaaS applications in a
government-approved environment.

• Virtual Private Cloud (VPC): The VPC serves as the isolated hosting environment where customer
workloads run, ensuring network segmentation and policy enforcement.

• Kubernetes Orchestration: Applications are deployed in dedicated namespaces, each containing:
– Customer App: The containerized workload provided by the application team.
– Container Proxy: Handles secure ingress/egress and traffic inspection.
– Network Proxy: Applies additional network policies or segmentation controls.
– Dedicated Database (if needed): Managed databases for persistent storage.

• Cloud Native Services: Game Warden is cloud-agnostic and can run on multiple providers, includ-
ing:

– GCP (Google Cloud Platform) (*)
– AWS (Amazon Web Services)
– Microsoft Azure Cloud (*)

_(*) Support up to IL5_

Security and compliance layer
Game Warden enforces strict access and compliance controls, including:

• Government IdAM & Load Balancer: All access to applications passes through a government-
validated identity and access management system and a centralized load balancer.

• End User Access Tiers: Supports varying sensitivity levels such as Unclassified, Secret, Top Secret,
UK Official, etc., ensuring appropriate data segregation.

Observability and operations
Game Warden includes a built-in observability stack for operational insight and compliance monitoring:

• Grafana Loki: Used for application and system log aggregation.
• Monitoring Tools: Tracks performance, availability, and resource usage.
• SIEM Integration: Platform-level security event and information management for infrastructure

monitoring and incident response.
• Managed SOC and 24/7 SRE: Real-time security response and platform reliability support.
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Platform Processes & Security Controls
Game Warden is a Department of War (DoW)-authorized DevSecOps platform designed to securely and
efficiently deploy SaaS applications into government networks. The platform integrates security tooling,
continuous integration/continuous deployment (CI/CD) pipelines, and governance processes to streamline
software delivery while ensuring compliance with federal requirements.

Integrated tooling and CI/CD pipelines
Game Warden provides a managed CI/CD ecosystem powered by GitLab, which supports source code
management, issue tracking, and pipeline automation. Pipelines enable automated code testing, container
image scanning, hardening, and deployment to secured environments.

Image scanning and security tools

• Anchore Enterprise, Trivy, and Checkmarx supported Zed Attack Proxy - Used
for container image security scanning, vulnerability identification, and compliance enforce-
ment.

• ClamAV - Performs malware detection on container images.

Image scan results, including Common Vulnerabilities and Exposures (CVEs), are visible in Findings within
the Game Warden web app, providing transparency into your security posture.

Image management with Harbor Registry
Harbor is the secure container registry used by Game Warden. All container images pushed into Game
Warden go through Harbor, where status tags are applied to indicate their scanning and hardening states.

Tags help track images as they progress through security checks and readiness for deployment.

Understanding images and containers

A container is a lightweight, portable package that contains an application along with all its required depen-
dencies, ensuring consistent execution across different environments.

A container image is a static specification of this package, composed of multiple layers. The foundational
layer is the base image, which provides core operating system components. Additional layers include required
software packages, such as application binaries, runtime environments (e.g., nginx), or other dependencies.

Base image

Base images must remain unmodified after selection. Any customization must occur in
layers built on top of the base image.

Game Warden supports applications structured with multiple containers, where each container is responsible
for a distinct service or function within the overall application architecture.

Game Warden pipelines and deployment processes
Automated pipelines

Pipelines are sets of automated tasks that move your applications through scanning, hardening, and deploy-
ment stages. Game Warden engineers provision infrastructure, configure pipelines, and develop bootstrap
scripts to automate CI/CD workflows.
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You can monitor pipeline progress and security reviews via Findings.

Deployment workflow

1. Development:

• No Certificate to Field (CtF)/Software Approval required.
• Engineers configure the environment and validate basic functionality.

2. Staging:

• Requires a signed CtF/Software Approval.
• Extensive application and security testing.
• Requires Government Access Cards for environment access at IL4 and above.

3. Production:

• Live deployment environment with customer access.
• Monitored by Site Reliability Engineers (SREs) for stability and support.
• Requires Government Access Cards for environment access at IL4 and above.

How pipelines support Deployment Passport creation

The Game Warden pipelines do more than move your application through CI/CD stages, they
also generate critical artifacts that make up your Deployment Passport.

As your container images progress through scanning, hardening, and security validation, the
results and evidence gathered become part of the documentation package submitted for security
approval.

These automated security checks, along with your application architecture and compliance data,
are compiled by the Game Warden Security team to build a complete Deployment Passport, a
required component for deployment into IL4+ environments.

Security hardening and binary reduction
Before deployment, all images are automatically hardened to reduce your application’s attack surface. Hard-
ening includes:

• Removing unnecessary users and groups and restricting permissions.
• Locking down file system permissions on system binaries and sensitive directories.
• Cleaning up temporary files and broken symlinks.

How it works

Once you push an image to Harbor, the following happens automatically:

1. A built-in pipeline triggers and applies hardening to your image.
2. The hardened image is scanned for CVEs by Game Warden’s security tooling.
3. Scan results appear on the Findings page in the Game Warden web app.

Hardened images are tagged with a -hardened suffix by the pipeline and used for all Staging and Production
deployments. Note that the Findings page displays the original image tag, not the -hardened variant.
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Can I harden my images before pushing to Harbor?

You can harden your images before pushing to Harbor to minimize vulnerabilities in your application. Once
hardening is complete, run the container on your local machine to verify your application still functions as
expected. At minimum, confirm that the application starts successfully, write paths (e.g., /logs, /tmp) are
accessible, and expected processes run without errors.

The following platforms are supported by the hardening script:

Value Runtime
dotnet .NET
go Go
jdk Java (JDK)
nginx NGINX
nodejs Node.js
python Python
tomcat Apache Tomcat

Hardening script example:

#!/bin/sh
set -x #trace on
set -e #break on error

user_id=$1
hardening_platform=$2

# Validate required arguments
[ -z "$user_id" ] && echo "Error: user_id is required" && exit 1
[ -z "$hardening_platform" ] && echo "Error: hardening_platform is required" && exit 1

echo "Using user " $user_id
echo "Hardening for " $hardening_platform

# Create the 'appuser' user and group used to launch processes
# The uid and gid will be set to 950 to avoid conflicts with offical users on the docker host.
# groupadd -r appuser -g 950 && \
# useradd -u 950 -m -d /home/appuser -r -g appuser -s /sbin/nologin -c "restricted docker account" appuser
# mkdir /app
# chown -R appuser:appuser /app

#nginx specific commands
case $hardening_platform in
nginx)

# NGINX files for nonroot
chown -R $user_id:$user_id /etc/nginx
mkdir -p /var/cache/nginx
chown -R $user_id:$user_id /var/cache/nginx
mkdir -p /var/log/nginx
chown -R $user_id:$user_id /var/log/nginx
# NGINX directory for data
mkdir -p /var/www
chown -R $user_id:$user_id /var/www
mkdir -p /var/run
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touch /var/run/nginx.pid
chown -R $user_id:$user_id /var/run/nginx.pid
;;

esac

# Replace locked password marker (!) with (x) to allow non-interactive login for the app user
sed -i -r "s/$user_id:!:/$user_id:x:/" /etc/shadow

# Remove unnecessary user accounts
sed -i -r "/($user_id|root)/!d" /etc/group
sed -i -r "/($user_id|root)/!d" /etc/passwd
sed -i -r "/($user_id|root)/!d" /etc/shadow

# Remove interactive login shell for everybody but $user_id
sed -i -r "/$user_id:/! s#^(.*):[^:]*$#\1:/sbin/nologin#" /etc/passwd

# Initial list of system directories
all_sysdirs="
/bin
/etc
/lib
/lib64
/sbin
/usr

"

# Filter out only existing directories
sysdirs=""
for dir in $all_sysdirs; do

if [ -d "$dir" ]; then
sysdirs="$sysdirs $dir"

else
echo "Directory $dir not found. Skipping."

fi
done

# Remove files generated by sed commands above (group-, passwd-, shadow-)
find $sysdirs -xdev -type f -regex '.*-$' -exec rm -f {} +

# Ensure system dirs are owned by root and not writable by anybody else
find $sysdirs -xdev -type d \
-exec chown root:root {} \; \
-exec chmod 0755 {} \;

# Remove existing crontabs, if any
rm -fr /var/spool/cron

# Remove kernel tunables since we do not need them
rm -fr /etc/sysctl*
rm -fr /etc/modprobe.d
rm -fr /etc/modules

# Remove fstab since we do not need them
rm -f /etc/fstab
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# Remove all but a handful of admin commands
[ -d /usr/sbin ] && find /usr/sbin ! -type d \
-a ! -name nologin \
-delete

# Remove all but a handful of executable commands
case $hardening_platform in
dotnet)
find /usr/bin ! -type d \
-a ! -name cd \
-a ! -name ls \
-a ! -name sh \
-a ! -name bash \
-a ! -name dash \
-a ! -name dir \
-a ! -name env \
-a ! -name rm \
-a ! -name find \
-a ! -name coreutils \
-a ! -name test \
-a ! -name dotnet \
-delete
;;

go)
find /usr/bin ! -type d \
-a ! -name cd \
-a ! -name ls \
-a ! -name sh \
-a ! -name bash \
-a ! -name dir \
-a ! -name env \
-a ! -name rm \
-a ! -name find \
-a ! -name coreutils \
-a ! -name test \
-delete
;;

jdk)
find /usr/bin ! -type d \
-a ! -name cd \
-a ! -name ls \
-a ! -name sh \
-a ! -name bash \
-a ! -name dash \
-a ! -name dir \
-a ! -name env \
-a ! -name rm \
-a ! -name find \
-a ! -name mkdir \
-a ! -name coreutils \
-a ! -name test \
-a ! -name java \
-delete
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;;
nginx)
find /usr/bin ! -type d \
-a ! -name cd \
-a ! -name ls \
-a ! -name sh \
-a ! -name bash \
-a ! -name dir \
-a ! -name env \
-a ! -name rm \
-a ! -name find \
-a ! -name grep \
-a ! -name touch \
-a ! -name sed \
-a ! -name cat \
-a ! -name coreutils \
-a ! -name test \
-delete
;;

nodejs)
find /usr/bin ! -type d \
-a ! -name cd \
-a ! -name ls \
-a ! -name sh \
-a ! -name bash \
-a ! -name dir \
-a ! -name env \
-a ! -name rm \
-a ! -name find \
-a ! -name cat \
-a ! -name coreutils \
-a ! -name test \
-delete
;;

python)
find /usr/bin ! -type d \
-a ! -name cd \
-a ! -name ls \
-a ! -name sh \
-a ! -name bash \
-a ! -name dash \
-a ! -name dir \
-a ! -name env \
-a ! -name rm \
-a ! -name find \
-a ! -name coreutils \
-a ! -name test \
-a ! -name python* \
-a ! -name pip* \
-delete
;;

tomcat)
find /usr/bin ! -type d \
-a ! -name cd \
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-a ! -name ls \
-a ! -name sh \
-a ! -name bash \
-a ! -name dash \
-a ! -name dir \
-a ! -name env \
-a ! -name rm \
-a ! -name find \
-a ! -name mkdir \
-a ! -name coreutils \build
-a ! -name test \
-a ! -name chown \
-delete
;;

*)
find /usr/bin ! -type d \
-a ! -name cd \
-a ! -name ls \
-a ! -name sh \
-a ! -name bash \
-a ! -name dir \
-a ! -name env \
-a ! -name rm \
-a ! -name find \
-a ! -name coreutils \
-a ! -name test \
-delete
;;

esac

# Remove broken symlinks (because we removed the targets above)
find $sysdirs -xdev -type l -exec test ! -e {} \; -delete

rm -rf /tmp/*

Use the following as a reference for applying the hardening script in your Docker build process. Replace
<platform> with the appropriate value from the supported platforms table above.

Example Dockerfile for hardening:

FROM registry.gamewarden.io/yourcompany/yourimage:1.0.0
USER 0
COPY hardening-scripts/hardening-script.sh /tmp/hardening-script.sh
RUN chmod +x /tmp/hardening-script.sh \

&& /tmp/hardening-script.sh 65532
USER 65532

Platform security validation
Game Warden’s platform security is validated through:

• Continuous security reviews by the government.
• Regular third-party penetration testing.
• Managed enforcement of security controls across infrastructure, Kubernetes platforms, and applica-

tions.
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FAQs
Why does Second Front request Dockerfiles when containers are pushed?

We request Dockerfiles, a text file containing a set of instructions that automate the process of building a
Docker image, to support our custom container hardening process. Our hardening scripts remove unnecessary
users, files, and commands from your base image. By reviewing your Dockerfile, we can better understand
what elements your container needs to function correctly after hardening, allowing us to secure your container
without breaking critical functionality.

Does an image go through the full pipeline on every run?

No. After the first full pipeline run, subsequent runs are significantly faster. Game Warden will compare
vulnerabilities against previously approved justifications and only prompt for justification of any new findings.

What does the Game Warden custom hardening process include?

The hardening process varies depending on what your container includes (e.g., databases). Generally, it
involves:

• Creating a non-root user with only necessary permissions.
• Removing unused user accounts and login shells.
• Locking down system directories and file permissions.
• Deleting unused files, binaries, kernel tunables, crontabs, and broken symlinks.
• Whitelisting only essential executables needed for your container to function.

We will work with your team to confirm that the hardened image preserves expected functionality.

What tool does Game Warden use to generate the Software Bill of Materials (SBOM)?

Game Warden uses Anchore Enterprise to generate SBOMs.

What security scanning tools does Game Warden use, and which ones should I use?

Game Warden uses the following tools:

• Trivy and Anchore Enterprise (which uses Grype and Syft) for CVE detection.
• Anchore Compliance for compliance checks.
• ClamAV for malware detection.

These scanners generate security findings that appear in Findings in the Game Warden web app.

We recommend that you pre-scan your images before pushing to Game Warden. Open-source tools such
as Trivy and Grype can help identify most issues surfaced by our platform scanners. These tools are cost-
effective and well-suited for early testing, even though they may not catch certain DoW-specific findings.
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Observability in Game Warden
Game Warden’s observability stack provides real-time visibility into application behavior, performance, and
logs. It leverages the following tools:

Grafana
Grafana is a data visualization platform that allows you to query, analyze, and visualize your appli-
cation logs and metrics. With Grafana, you can build interactive dashboards and panels for operational
insights into your deployed services.

Grafana also supports log-based alerting, enabling you to set up alerts based on specific log patterns or
errors detected in your application.

Loki
Loki is the logging backend that stores and queries log data from your application. It collects logs
and runtime system data from your containers.

Loki organizes logs into streams and supports powerful querying through LogQL.

Mimir
Mimir is responsible for metric aggregation, querying, and alerting. It collects and stores time-series
metrics from your applications and infrastructure, providing a robust backend for metric-driven insights in
Grafana.

Alloy
Alloy handles the collection of telemetry data across your environment, integrating logs, metrics, and
metadata for unified observability.

Note

This guide is intended for application engineers who are already familiar with technical concepts
and need to explore customer-specific data within Grafana. It does not cover basic Grafana
functionality.

Access Grafana dashboard
Access to Grafana are not granted automatically and must be explicitly assigned. If you were invited by
your team, you will receive baseline developer and logging access automatically. If you signed up without a
team invitation, or find you are missing Grafana access, contact a 2F administrator to have the appropriate
permissions granted to your account.

AFWERX deployments

The Grafana endpoints you’ll use are managed by the Second Front team. Most production endpoints follow
the same convention as your AFWERX endpoint:

grafana-<company-id>.il2.afwerx.dso.mil

Note that DEV, STG, and PRD environments each have their own unique URLs. If you need help identifying
your specific environment endpoints, contact your Mission Success Manager.

You can access Grafana using your Platform One (P1) SSO credentials and Government Access Card.

1. Go to your Game Warden Grafana endpoint and click Sign in with Game Warden SSO.
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